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Analytics

Stibo Systems’ multidomain approach to master data management gives organizations across a range of
industries the ability to leverage data from multiple applications, systems, and domains to drive innovation and
insights. The wide selection of analytics offerings from Stibo Systems allow businesses to take this advantage to
another level by providing the ability to combine their master data with data from other business systems through
seamless integrations between STEP and top-rated Bl tools.

MASTER DATA EXTERNAL DATA

step e BN ENGEIENE
Workflow Data Other external

data sources
Blended Data
JsTBOS ST . . .
: Display visual
- . result in Web Ul

e

These analytics offerings can be used in conjunction with Stibo Systems' Product MDM and Customer MDM
solutions, fulfilling a need to make data actionable, allowing users to respond quickly to market trends and
improve collaboration through fast, unique insights.

Benefits for various business users of Stibo Systems' analytics offerings include:

« Vendors can examine the quality of submitted products in the Web Ul and make adjustments based on
presented insights.

« Onboarding managers can identify item onboarding times and potential bottlenecks in workflows, being able
to reassign tasks and solve data issues in Web Ul based on the presented information.

» Product managers can examine sales information and page views for their products in Web Ul to identify
market value and adjust the master data based on presented insights.

This guide covers the following analytics offerings from Stibo Systems:
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Visual Analytics Integrations

The following analytics solution enables the capability to embed analytics data directly into the Web Ul using
widgets and screens. This tool allows business users to visualize their operational information, interact with it,
and determine trends without having to leave the Web UI:

« Visual Integration with External Analytics Tools: The Web Ul supports integration with the data
analytics tools Tableau, Qlik, and Power BI. Through configuration of the Web Ul, admin users can add both
homepage widgets and Web Ul screens to display visually compelling views of data from these tools in one
seamless interface.

« Visual Integration with Tableau or Qlik
» Visual Integration with Power Bl

Export of Analytics Data for Bl Tools

For users who have existing Bl tools that they want to integrate with, Stibo Systems offers more than one
method of extracting data from STEP that can be sent to downstream Bl tools:

o Audit Message Framework: The Audit Message Framework (AMF) is a powerful message delivery
solution that sends configurable messages to an external system of the users' choice, allowing datain STEP
to be extracted and exposed so it can be processed for statistical analysis.

o JDBC Delivery Method: The Java Database Connectivity (JDBC) delivery plugin feature can be configured
to automatically (or manually) make STEP data available to an analytics platform, typically Tableau or Qlik.
Refer to the Analytics Using JDBC Example topic in this guide.

Required Licenses and Components

Most of the analytics solutions discussed in this guide require either a license, an add-on component, or both.

Contact your Stibo Systems account manager to enable licenses for your system. For on-premise systems,
instructions for installing components can be found in the SPOT Program topic in the System Administration
Guide found in Downloadable Documentation. For SaaS systems, contact your Stibo Systems account
manager.

The required licenses and/or components are as follows:

Analytics Offering Required License Required Add-on Component(s)
Visual Integration with Analytics Tools | X.WebUI.Analytics N/A

Audit Message Framework X.AuditMessaging audit-messaging

JDBC Delivery Method None; included in baseline | N/A
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Visual Integration with External Analytics Tools

The Web Ul supports visual integration with data analytics tools like Tableau Server, Qlik, and Power BI.
Through configuration of the Web Ul, admin users can add both homepage widgets (example shown below) and
Web Ul screens designed specifically to display visually compelling views of data (dashboards, reports, and/or

tiles) from data analytics tools.

OVERVIEW

Violkswagen  Aston Martin
4.456% 0.624%

Paorsche
4.545% A&
Mitzubishi
1.604%

Chevrolet
6.150%

Chrysler
0.980%

Mercedes-Benz
Ford
7.041% 7 219%
Lamborghini INFIMITI
0.624% 2 gacoy

When working with Tableau or Qlik, the Analytics Widget Web Ul component (shown above) is useful as a
quick, simplified view of a dashboard, while the Analytics Screen Web Ul component (shown below) offers a
more expansive view of analytics data, allowing for more interaction.

Overview Product = Customers = Shipping = Performance Commission Model = Order Details = Forecast =~ What If Forecast
Product Drilldown

Sales by Product Category

Jan Feb Mar Ao Miay Jun Jul Aug oct
Fumiture 2013 (17186243 S1600  SIEETANN$7545 $6513 s10821 730 EESEEIEN| S12308
2014 [USIL7AON  $3134 s1250  $10476 59,375 s7714 [ smers | ssem s12,027

2015 (97623 Ss526 812473 s1sesr T s12,07 [ 10131
2016 45968 $6866 [$10853 1 $9,066  INSTGGENN MGIS00SMN I $1181 Furniture I
|

Office Supplies 2013 | $4,851 s1,072 $8,606 $11,155 7,13 SIZSSIMISISIZ Jui2014 $7211
2014 | $1,809 $5368 | §15883 | $12559 $3,114 $10,643 $4720 sales: 513,674 ||NSISIS06NN| $B,673.
L5 sea0  seess | S17458  Sloedd | S13007 | S10502 | SI67 none save) | [INSZHEEENN| $14759
c01c [N§2L70ANN 7408 | $14550 | $1s072 | $13737 616812 $1024 || saiese | oo |
Technology 2013 | $3,143 5160 & 55,155 5,600 58,436 $8,004 5210
2014 | $4625 3,809 $11161  $11643 $6,435 s10371 | 815525 |
2015 | $5,620 $12,259 [$15203 | TSN $16,5020]  $12,564 $10,427  [11$22,883 | MEE
2016 [NSTAOSSIN | $6,027 $12383  s13%7 | $17,061 [S2320000 $17615 |

Sales and Profit by Product Names
Year: All, Month: All, Product Category: All

& revesn ) Pause

Consumer Corporate Home Office
Furniture B a1 e q q

Chairs

Furnishings

Tables
Office Supplies Appliances

e

Envelopes

Fasteners

$0 $10,000 $20,000 $30,000 $0 $10,000 $20,000 $30,000 $0 $10,000 $20,000
Sales Sales Sales

[@ orginaiview o Share 1 Downioad

Users have the ability to utilize analytics tools in a variety of ways. They may:
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« Interact with dashboards composed of both master data and external data within the Web Ul

o Apply filters to analytics widgets and screens that give users tailored views of data analytics dashboards,
reports, and/or tiles

« Configure the Web Ul to pass attribute value data into the analytics platform, thus making product-specific
views of data from the analytics platform

Information related to configuration of data analytics tools for Tableau and Qlik in the Web Ul can be found in the
Visual Integration with Tableau or Qlik documentation.

To accommodate authentication with the Microsoft API, the Power Bl integration uses its own components, the
Power Bl Analytics Widget and the Power Bl Analytics Screen. These are detailed in more depth in the
Visual Integration with Power Bl documentation.

Prerequisites

To access the Web Ul analytics components, the X.WebUI.Analytics license must be enabled on your system.
Contact your account manager for more information and to enable licenses for your system.
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Visual Integration with Tableau or Qlik

The Web Ul supports integration with the data analytics tools Tableau Server and Qlik Server. Data analytics
dashboards can be displayed in either a homepage widget or in a screen. Automatic authentication for Tableau
and Qlik is also supported, which allows users seamless access to dashboards in the Web Ul.

A successful integration that includes automatic authentication may require configuration in the Web Ul, the data
analytics tool, and the application server. This guide describes only those actions that can be taken in the Web Ul
and the application server. Configuration actions that must be taken in the relevant data analytics tools are
detailed in the appropriate vendor documentation.

This functionality supports the sharing of attribute values with the analytics environment, thus creating a dynamic
dashboard that is filtered based on the selected node (e.g., product).

Configuring the Analytics Screen

The Analytics Screen is a Web Ul screen that can display a much larger analytics dashboard. The screen is
typically added as a tabbed page to any mapped object where the specific data analytics dashboard is most
pertinent.

Both the analytics widget and the analytics screen are configured in almost identical ways. The configuration
steps described below can be applied to configuring either the widget or the screen, except where expressly
noted.

Adding the Analytics Screen

The analytics screen must be added before it can be configured as described below. The method for adding

screens in the Web Ul is detailed in the Creating a New Screen section of the Design Mode Basics topic.

Setting up the Analytics Screen

Using the analytics screen, admin users are able to create a view from the Web Ul into a published data analytics
dashboard. Below is a screenshot of the Properties window for the Analytics Screen in the Web Ul designer.
The parameters that appear in the screenshot are described in detail directly beneath the screenshot.
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Add component - configure required properties
Required properties () must be set before the component can be added to the configuration.
Analytics Screen Properties

Show an analytics view from a third party business intelligence

Component Description i
service

* Authentication
Method

Title 9 Tableau

e http:/ftableau-dev.stibo.corp/fview

o TableauTrustedAuthentication -

"
* Url (4] y
A
e Attribute Value v 6
)
(add [remove up [down
A4

1. Authentication Method: This parameter enables users to configure automatic access to Tableau or Qlik
dashboards through the Web Ul analytics component (screen or widget). For more information on setting up
authentication in the Web Ul, refer to the Configuring Authentication section at the end of this topic.

2. Title: Content added to this field appears at the top of the Web Ul analytics component (screen or widget).

3. Url: This field relates to the analytics server dashboard URL that will be viewed in the Web Ul. The URL can
be static (showing a dashboard whose display is not dependent on which object is currently selected) or
dynamic (showing a dashboard that is dependent on which object is currently selected). A static
URL contains no mapping to STEP attributes. A dynamic URL does.

4. The fourth field displays the attributes selected in fields five and six with their corresponding placeholder
numbers (in braces).

5. The fifth field is a dropdown menu from which users can select one of eight attribute types to create a dynamic
dashboard in the analytics screen. The attributes selected, if matched precisely in the analytics tool, can give
users a filtered view of a dashboard based on which object is selected. For instance, if a dashboard has been
configured to display a pie chart representing data from ten different car manufacturers, but the user wishes
only to examine data for one of those manufacturers, keying on the attribute value 'manufacturer' (which must
be present in both the dashboard and the Web Ul analytics screen), the Web Ul screen can show the same
pie chart with only the data for that one manufacturer displaying. The available attribute types are as follows:
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Attribute Value -

Attribute Value n.|

Context Id
Locale
Mode Id
Today
User Email
User Id

User Mame

o Attribute Value returns, or filters the dashboard view for, a STEP attribute value
o ContextID returns the current context ID

« Locale returns the selected locale, which is used for the Web Ul session

« NodelD returns the STEP ID of the current object

» Today returns the current date. For other date formats, this functionality uses the rules for
SimpleDateFormatter in Java

« User Email returns the email address of the logged-in user (if specified)

o User Id returns the user ID of the logged-in user

o User Name returns the name of the logged-in user

6. The sixth field will display when either 'Attribute Value' or 'Today' is selected in the fifth field. For instance, if

the user selects 'Attribute Value,' the sixth field displays with a node picker button (L:=:/) beside it. Once clicked,
the user may then select the appropriate attribute value in the node picker window. If a user selects 'Today',
then the sixth field will display allowing users to add the date in the proper format.

After the attributes needed to implement a dynamic dashboard view have been added, but before the URL has
been manually edited to include the placeholders, the URL might look something like this:
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httpe//tableau-diviviews/Cars/WidgetCarmake?:embed =y8:showShareOptions=truefldisplay_count=no8tshowVizHome=no

{0k Wattribute Value (Model Series) 2
{1}: ] Jser Email
{2k )Locale
* Ur
W
Y
Locale b

(209) emovs) oD [dow

As shown in the screenshot above, the selected attributes are listed along with a braced number (ex. '{0}').
These braced numbers act as placeholders that can be manually added into the URL. Adding these braced
numbers into the URL actuates a dynamic view of the dashboard.

In the example below, the Tableau field 'Make' is mapped to placeholder {0}, Tableau field 'requester' is mapped
to placeholder {2}, and Tableau field 'emailed' is mapped to placeholder {1}.

http:/Aableau-deviviews/CarsWidgetCarmake? embed=y& showShareOptions=true& display_count=no& showVizHome=ndéMake={0}arequester={2}&emailid={1}

{0} Attribute Value (Make)
{1}:|User Name
{2):\User Name

User Name v

add remove| up down

Braces can be encapsulated within braces to ensure that a URL is always valid (e.g., to avoid 404 errors),
especially if one of the placeholders does not return any content. If such a placeholder within the encapsulated
section does not return content, the entire section within braces will be removed from the URL parameter. An
example of this is shown in the screenshot below.

howVizHome=no&Make={0}&requestgr={2H&emailid={1}}

For more information on how to structure the URL, users should reference the 'Using Field and Filter Values
in URLSs' topic in the documentation available for the relevant analytics tool.

© Stibo Systems - Internal - Release 2023.3 (11.3) - September 2023 12



|STIBOSYSTEMS

e MASTER DATA MANAGEMEMNT

Configuring the Analytics Widget

The Analytics Widget provides users with a quick and simple view of an analytics dashboard on the Web Ul's
homepage. The appearance and behavior of the analytics widget is, in large part, determined by how the
dashboard is configured in the analytics tool itself. These dashboards can vary greatly based on the specific
business need. Analytics widgets can be single- or double-width, and multiple homepage widgets can be
configured to display multiple views of analytics dashboards.

Adding the Analytics Widget

The Analytics Widget must be added to the homepage prior to configuration. Details on how to do this can be
found in the Adding Widgets to a Homepage topic in the Web Ul Getting Started section of the Web User
Interfaces documentation.

Setting up the Analytics Widget

The Analytics Widget Properties window in which users configure the widget is shown below. The only
parameter for the analytics widget that is different from those used to configure the analytics screen is the
'Double Width' parameter (indicated by a red box in the screenshot below). This parameter determines the width
of the widget. The size of the dashboard display is configured in Tableau, but it is recommended that this box is
checked to create a widget in the Web Ul that is double-width. This allows the most information to be displayed.
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Add component - configure required properties

Required properties () must be set before the component can be added to the configuration.

Analytics Widget Properties

e Show an analytics view from a third party business intelligence
Component Description vt party -

service
* Authentication TableauT dAuthenticati -
Method ableauTrustedAuthentication
Double Width
Title Analytics
http:/ftableau-dev.stibo.corp/views/
Il
* Url o
Y
Attribute Value - |
-]
ladd removel up [down

Additionally, using the filtering functionality for a homepage widget would not conform to the recommended
practices for this Web Ul component. Optimally, the homepage widget should be neutral with respect to which
objects are selected in the hierarchy.

For information on the purpose of the other parameters, refer to the description in the Configuring the Analytics
Screen section of this topic.

Configuring Authentication

Automatic authentication refers to the capability of enabling seamless access to the data analytics tool upon
logging in to the Web Ul. The analytics functionality available in STEP is built to accommodate many analytics
tools, but with respect to automatic authentication of users, STEP supports Tableau and Qlik. Once
authentication is configured correctly, the user will be granted access to the analytics server restricted by the
licensing and user privileges set on the analytics environment. A suitably privileged user will have a seamless
display of a Tableau or Qlik dashboard in their Web UI.
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« Toenable automatic sign-on for access to Tableau dashboards, users must select the
"TableauTrustedAuthentication' option from the dropdown.

#* Authentication

Method TableauTrustedAuthentication -

» Toenable automatic sign-on for access to Qlik dashboards, users must select the 'QlikTicketAuthentication'
option.

#* Authentication

Method QlikTicketAuthentication -

Tableau

To enable automated Tableau authentication, admin users must configure Tableau to add the relevant STEP
application server as a trusted host. Further, the username used in Tableau must match the username used in
the Web Ul to enable the authentication (the passwords, however, can be different). Refer to the '"Trusted
Authentication' documentation on the official Tableau website for details on this functionality.

Qlik

Successful configuration of automatic authentication for Qlik in the Web Ul requires that a number of conditions
be met:

« Access must be established to the REST APl on port 4243
« acertificate, created and configured on the Qlik server, must be placed on the user's app server

» the Web Ul user name and the user name used to access Qlik must be the same (the passwords can be
different)

« three new properties must be added to the sharedconfig.properties file

Adding the certificate to the app server

For information on how to add the certificate to the app server, refer to the 'Certificate Trust' section of the
'Security Overview' documentation on Qlik's official website.

Adding the properties to the configuration file

Below is an example of how the analytics properties should be written:

Webui.Analytics.Auth.Qlik.Certificate=/workarea/Qlik-cert/client.pfx
Webui.Analytics.Auth.Qlik.Certificate.Password=password
Webui.Analytics.Auth.Qlik.UserDirectory=5TEP-BI
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Below are the three sample properties divided into the components required to enable placement of the
certificate.

A

o o b~ w

'o Webul.Analytics.Auth.Qlik.Certificater/workarea/Qlik-cert/client. Fx'g

Webui.Analytics.Auth.0lik.Certificate. Password=password
Webui.Analytics.Auth.Qlik.UserDirectoryfSTEP-BI

. Required text to enable the certificate location property

The application server path to where the certificate is posted ('/workarea/Qlik-cert/'), followed by the file name
of the certificate ('client.pfx')

Required text to enable the certificate password property

The password assigned to the certificate when it was created in Qlik

Required text to enable the user directory property

The name of the user directory in Qlik in which the allowable user names are contained

Once the properties are properly added to the sharedconfig.properties file, the user should save the file and then
execute a stop / start of the relevant STEP system. Following this (allow for a few minutes) the user with a Qlik
analytics widget or screen will have automated sign-in enabled, which means that access to the Qlik server will
automatically occur immediately following a successful sign-in to the Web Ul.

Useful Hints Regarding Configuration of Tableau

Listed below are some helpful steps users may take to facilitate proper configuration of a Web Ul integration with
Tableau:

Enable navigation from embedded Tableau Web Ul dashboards to other standard Web Ul screens using
Tableau 'Actions'. To do this, users must create calculated Tableau fields to generate STEP Web Ul URLs
using STEP IDs and screen IDs. Be sure to have STEP IDs in your underlying Tableau data to identify the
target object in the generated URL. This method can be extended to access any STEP REST API
functionality. For example, it is possible to initiate a workflow from within an embedded Web Ul Tableau
screen.

Toinform users when the dashboard was last updated, users can configure Tableau to display a timestamp.
This can be done by adding the tag “Data Update Time” in the dashboard title. This is particularly useful when
you have automated update processes.

To transform STEP multi-value attributes into a Tableau list of values, use parameters and calculated fields.
Users must define a Tableau parameter with the list of user-selectable values. Then, a Tableau calculated
field with a Boolean condition (e.g., Tableau’s ‘CONTAINS’ function) must be defined that compares the
multi-value attribute in the dashboard source data with the parameter list of values. Finally, users must add
the calculated field as a filter with the option 'True' selected.

Consider using data source filters to optimize the performance of Tableau. Data source filters exclude
unnecessary data from your dashboard, which has the effect of improving dashboard performance. Standard
filters only hide unnecessary data, which means the data is still processed, leading to potentially diminished
dashboard performance.
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« Preventthe embedded Web Ul Tableau dashboard from creating new windows or tabs when following links
to other screens in the Web Ul by including the tag “:linktarget=_self” in the Tableau URL that is added into

the STEP Web Ul designer.
« To configure a Tableau dashboard to fit into a double-size widget, the screen should be set to 485px wide by
260px high.

© Stibo Systems - Internal - Release 2023.3 (11.3) - September 2023 17



|STIBOSYSTEMS

e MASTER DATA MANAGEMEMNT

Visual Integration with Power BI

The visual analytics integration with Microsoft Power Bl allows users to view and interact with Power Bl reports,
dashboards, and tiles in the Web Ul, providing an opportunity to analyze and take action on data from both STEP
(the MDM platform) and external systems in one seamless interface. By embedding Power Bl data using Web Ul
screens and widgets, business users can visualize their operational information and determine trends without
having to leave the Web UlI.

Prerequisites

« Customers must already have a licensed Power Bl account. There are no preconfigured dashboards or

reports delivered with the visual integration with Power Bl; it is up to users to pre-create these in their existing
Power Bl instance before they can be viewed in the Web UI.

To access the Power Bl visual analytics integration, the X.WebUI.Analytics license must be enabled on your
system. Additional setup tasks and system configurations must also be performed by Stibo Systems'
Technical Services team upon initial setup. Contact your account manager for additional information and to
enable licenses for your system.

Topics in this Guide

This guide covers the following topics related to the visual integration with Power BI:

Power Bl Web Ul Screen: Includes example Power Bl screens and instructions for configuring the Power
Bl Screen

Power Bl Web Ul Widget: Includes example Power Bl widgets and instructions for configuring the Power
Bl Widget
Power Bl Flyout Panel: Includes information for configuring and using the Power Bl flyout panel

Locating Power Bl IDs: Explains how to locate the Power Bl IDs that are required to configure the Power
Bl Web Ul

Example Power Bl Report Filters: Provides several example JSON-formatted report filters that can be
used when configuring the Power Bl Web Ul to filter the results of displayed data

Power Bl Row-Level Security: Provides an overview of how to configure row-level security (RLS) for
Power Bl dashboards and reports based on users and user groups in STEP and their corresponding roles
and rules in Power Bl

Power Bl Authentication Configuration: Provides a brief overview of how to configure user
authentication between STEP and Power Bl as well as the sharedconfig.properties required on the STEP
application server to enable this authentication
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Power Bl Web Ul Screen

The visual integration with Power Bl uses two components to display analytics data in the Web Ul: the Power Bl
Widget and the Power Bl Screen. This topic details the configuration of the Power Bl Screen. The Power Bl
Screen is used to configure full-screen Power Bl dashboards and Power Bl reports.

The following screenshot shows a sample Power Bl report on a Power Bl screen in the Web Ul. An optional
filter panel is shown on the right side of the screen, and an optional page navigation panel appears on the
bottom.

e
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The following screenshot shows a sample Power Bl screen in the Web Ul displaying several Power Bl tiles as
part of a Power Bl dashboard.

Note: Filters are only available for reports — not for dashboards.
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Configuring the Power Bl Screen

A Power Bl screen can be configured to display Power Bl reports or Power Bl dashboards. For example, it
can be added as a Sub Screen Tab Page on a Node Details screen if it contains product-specific reports or
dashboards. If the screen is intended to display a general report or dashboard that needs no product selection, it
can be accessed through a screen navigation link (e.g., from a quick link from the Web Ul homepage).

Adding the Power Bl Screen

The Power Bl screen must be added before it can be configured as described below. The method for adding
screens in the Web Ul is detailed in the Design Mode Basics topic in the Web Ul Getting Started section of
the Web User Interfaces documentation.

© Stibo Systems - Internal - Release 2023.3 (11.3) - September 2023 20




|STIBOSYSTEMS

e MASTER DATA MANAGEMEMNT

Setting up the Power Bl Screen

Using the Power Bl screen, admin users are able to create a view from the Web Ul into a published Power Bl
report or dashboard. The Properties window for the Power Bl Screen in the Web Ul designer is shown below.
The parameters that appear in the screenshot are described in detail directly beneath the image. Mandatory
selections are marked with an asterisk.

The Power Bl screen and Power Bl widget are configured in almost identical ways, with some minor exceptions.
The configuration steps described below can be applied to configuring either the widget or the screen, except
where expressly noted.

Add component - configure required properties

Required properties (*) must be set before the component can be added to the configuration.

Power Bl Screen Properties

Component Description  Display a Power Bl analytics view in a screen

Title o
* Power Bl Workspace

0 2

* Display 9 <Select an option> - |Edit...

Cancel Ada

1. Title: Content added to this field appears at the top of the Power Bl (screen or homepage widget).

2. Power Bl Workspace ID: Enter the ID of the relevant Power Bl Workspace. For example, b556ac84-9d9a-
4af6-b569-6a770f3bbe11. For information on how to obtain this value, refer to the Locating Power Bl IDs
topic.

3. Display: Select either 'Dashboard/ Tile' or 'Report.'

* Display <Select an option= ~ |Edit...

< 5elect an option=>
Dashboard / Tile

Report
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Dashboard / Tile Configuration

If you are configuring your Power Bl screen to display a dashboard, select Dashboard / Tile from the Display
dropdown, then click the 'Edit..." button to the right of the Display field to open the Dashboard / Tile Properties
designer window.

Edit component
Dashboard / Tile Properties

This parameter component can be used to configure a Power Bl
Component Description  Embedded Dashboard or Dashboard Tile for the Power Bl Screen
component. It cannot be used as a stand-alone component.

* Dashboard 1D o Ac3d6f97-TdcB-4789-3911-5f04daf9de5f

Dashboard Tile ID 9

P

1. Dashboard ID: Enter the ID of the relevant Power Bl dashboard. For example, 4c3d6f97-7dc8-4789-a911-
5f04daf9de5f.

2. Dashboard Tile ID: Enter the ID of the relevant Power Bl dashboard tile. This option will cause the Web Ul
screen to be composed of a single tile.

Report Configuration

If you are configuring your Power Bl screen to display a report, select Report from the Display dropdown, then
click the 'Edit..." button to the right of the Display field to open the Report Properties designer window.
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Edit component

Report Properties A

This parameter component can be used to configure a Power Bl
Component Description  Embedded Report for the Power Bl Screen component. It cannot be
used as a stand-alone component.

* Report ID o b79b1523-8d31-4291-87be-d4502e744a5¢
Report Page e ReportSectiondf23d6hSs385df749b353
e #950%# : Attribute Value (BrandMName) "
LS

6 Vi

Attribute Value =
(-]
O 9o
{
“target™ {

JSON Parameters and ‘table” "Store”,

Filter String “column®: “Chain"
L
6 “filterType™ 1.

"operator”: “In",
"values": [
"#9:0%+#"
1
}

Filter Panel o

Page Mavigation Panel 9 W

Cancel Save

1. Report ID: Enter the ID of the relevant Power Bl report. For information on how to obtain this value, refer to
the Locating Power Bl IDs topic.
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2. Report Page: Enter the ID of the Power Bl report page that you want to use as the first page to display when
you open the report. The ID that needs to be entered can be found in the dashboard URL once the report is

published.

The ID begins with the element 'ReportSection’ (refer to URL example below). In the case where you want

the first page of the report to display, 'ReportSection' should be entered:

https://app.powerbi.com/groups/xx/reports/xx/ReportSection?redirectedFromSignup=1

If you want to display another page, the ID format includes IDs after the 'ReportSection' element as displayed

below and in the previous image:

https://app.powerbi.com/groups/xx/reports/xx/ReportSection9£23d6b5385df749ba5a?redir

ectedFromSignup=1

Filter Configuration Options: JSON Parameters and Filter String

This section contains two fields. The top field (3) is for JSON filter parameters. The bottom field (6) is where the
JSON filter string is entered. Use these options to further limit the data that users can refer to, and/or to configure

the filters that display in the optional Right Filter Panel, which is addressed in more detail later in this topic. For
more information on using JSON strings to filter Power Bl reports, refer to the Example Power Bl Report
Filters topic in this guide.

Note: To filter data based on user permissions, e.g., to ensure that the logged-in user only accesses data
that is relevant to them, you must use row-level security (RLS). For more information, refer to the Power Bl
Row-Level Security topic in this guide.

3. Filter parameters (field not individually labeled) — In this field, enter the relevant filter parameters, e.g.,

‘Attribute Value.” Each selected parameter will be assigned a placeholder string that will be replaced with a

context-specific value to be referenced in the JSON query string. These placeholders also contain an
embedded integer that identifies the sequence in which the parameter will appear in the filter string, e.g.,
#%0%# will appear first, #%1%# will appear second, etc. Moving a parameter up or down with the 'up' or
'down' button will automatically renumber the placeholder.

filter string in the bottom field.

Note: It is recommended to generate the placeholders for the filter parameters before entering the JSON

parameters. The available parameters include:
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Attribute Value -

Attribute Value

Context Id
Locale
Mode Id
Today
User Email
User Id

User Mame

« Attribute Value: Returns/filters the view for a STEP attribute value

» Context Id: Returns the current context ID

o Locale: Returns the selected locale, which is used for the Web Ul session

« Node Id: Returnsthe STEP ID of the current object (valid for Power Bl Screen only)
o Today: Returns the current date

« User Email: Returns the email address of the logged-in user (if specified)

o User Id: Returns the user ID of the logged-in user

o User Name: Returns the name of the logged-in user

5. The field directly to the right of the dropdown menu will display when either 'Attribute Value' or 'Today' is

selected. If Attribute Value is selected, the ellipsis button displays (\==)). Clicking this button opens the
'Select Node(s)' window, where the relevant attribute is chosen. If Today is selected, a 'Date Format'
window displays, in which the chosen date format is entered, e.g., yyyy-MM-dd. The date format uses the
rules for SimpleDateFormat in Java.

6. JSON filter string (field not individually labeled) — In this field, enter the desired JSON filter string. Itis
recommended that the string contain placeholders that correspond with the numbered dynamic values
selected for the JSON filter parameters, e.g., #%0%#. #%1%#, etc.

7. Filter Panel: Check this box to display a Power Bl filter panel on the right side of the Web Ul screen. An
example is shown in the first screenshot in this topic. The filter panel is optional.

Note: Any configured filters will still apply to the Power Bl report even if no filter panel is present.

8. Page Navigation Panel: Check this box to display a page navigation panel on the bottom of the Web Ul
screen. This allows you to easily navigate between different pages of the Power Bl report. An example is
shown in the first screenshot in this topic.
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The visual integration with Power Bl uses two components to display analytics data in the Web Ul: the Power Bl
Widget and the Power Bl Screen. This topic details the configuration of the Power Bl Widget.

The Power Bl Widget is used to provide high-level summary information of Power Bl analytics information made
available to users as widgets on the Web Ul homepage. Most commonly, Power Bl dashboard tiles are
embedded into widgets, though Power Bl reports can also be embedded into Power Bl widgets.

The below screenshot shows a Web Ul homepage with two sample Power Bl Widgets at the bottom, each of

which is configured to show a Power Bl dashboard tile. The Power Bl Widget is very similar to the Power Bl

Screen except it is designed to display smaller amounts of high-level summary data.
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USER 4 Merchandising Hierarchy
2  User Details I
= Browse
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Configuring the Power Bl Widget

The Power Bl Widget provides users with a quick and simple view of specified analytics data on the Web Ul's
homepage. The appearance and behavior of the widget is determined by the Power Bl dashboard tile or report
that is embedded within it, which is preconfigured in Power Bl. Analytics homepage widgets can be single-width
or double-width, and multiple homepage widgets can be configured to display multiple views of analytics
dashboards.

Adding the Power Bl Widget

The Power Bl Widget must be added to the homepage prior to configuration. Details on how to do this can be
found in the Adding Widgets to a Homepage topic in the Web User Interfaces documentation.

Setting up the Power Bl Widget

The Properties window for the Power Bl Widget in the Web Ul designer is shown below. The parameters that
appear in the screenshot are described in detail directly beneath the screenshot.

The Power Bl Screen and Power Bl Widget are configured in almost identical ways, with some minor
exceptions. The configuration steps described below can be applied to configuring either the widget or the
screen, except where expressly noted.

Add component - configure required properties

Required properties (*) must be set before the component can be added to the configuration.

Power Bl Widget Properties

Component Description  Display a Power Bl analytics view in a widget

Title o Sales by Year

* Power Bl Workspace

D b556actd-9dY9a-4afb-b569-6a770f3bbe 11

* Display e <Select an option> + |Edit..

Double Width 0

Cancel Adc
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1. Title: Content added to this field appears in the top left corner of the widget. If no title is set, the default title of
'Analytics' will display.

2. Power Bl Workspace ID: Enter the ID of the relevant Power Bl Workspace. For example, b556ac84-9d9a-
4af6-b569-6a770f3bbe11. For information on how to obtain this value, refer to the Locating Power Bl IDs
topic.

3. Display: Select either 'Dashboard / Tile' or 'Report.' The most common selection for the Power Bl Widget
will be Dashboard / Tile, though reports can also be embedded in a Power Bl widget if desired.

* Display <Select an option= v |Edit...

<5Select an option=
Dashboard / Tile

Report

4. Double Width: If this parameter is checked, the widget is doubled in width from the standard widget's single-
width size.

Dashboard / Tile Configuration

If you are configuring your Power Bl widget to display a tile, select Dashboard / Tile from the Display dropdown,
then click the 'Edit..." button to the right of the Display field to open the Dashboard / Tile Properties designer
window.

Note: Itis not recommended to embed dashboards into Power Bl widgets due to the limited space available
in the widget.
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Edit component
Dashboard / Tile Properties

This parameter component can be used to configure a Power BI
Component Description  Embedded Dashboard or Dashboard Tile for the Power Bl Widget
component. It cannot be used as a stand-alone component.

* Dashboard 1D o ab865129-0cd9-4351-9baf-73fofbc19c57

Dashboard Tile 1D e 04cd0423-0835-4496-80b4-52d14b5f31acc

Cancel Save

1. Dashboard ID: Enter the ID of the relevant Power Bl dashboard. For example, 4c3d6f97-7dc8-4789-a911-
5f04daf9de5f.

2. Dashboard Tile ID: Enter the ID of the relevant Power Bl dashboard tile. This should always be entered for
Power Bl widgets, since tiles are what widgets are intended to display.

Report Configuration

If you are configuring your Power Bl widget to display a report, select Report from the Display dropdown, then
click the 'Edit..." button to the right of the Display field to open the Report Properties designer window. Reports
in Power Bl widgets are configured in a near-identical fashion to those for Power Bl screens, except widgets
cannot have a Filter Panel or Page Navigation Panel. Filtering is available through JSON filter strings and/or by
row level security, but end-users cannot further filter the information that displays.
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Edit component

Report Properties

This parameter component can be used to configure a Power Bl
Component Description  Embedded Report for the Power Bl Screen component. It cannot be
used as a stand-alone component.

* Report ID o b79b1523-8d31-4291-87be-d4502e74435¢

Report Page 9 ReportSection

e #%0%# ; Attribute Value (BrandMame) ~

JSOMN Parameters and o Attribute Value -
Filter String - o |_|
|em£| |.remc:1.rel| |%| |_d Dwn]

{

“target™: {
“table": "Store”,
“column”: "Chain"

2

“filterType™ 1.

"operator”: “In",

"values": [
"#0a0%&"

]

H

Y

Cancel Save

£

1. Report ID: Enter the ID of the relevant Power Bl report. For information on how to obtain this value, refer to
the Locating Power Bl IDs topic.

2. Report Page: Enter the name of the Power Bl report page that you want to display when the report loads in
the widget.
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Filter Configuration Options: JSON Parameters and Filter String

This section contains two fields. The top field (3) is for JSON filter parameters. The bottom field (6) is where the
JSON filter string is entered. Use these options to pre-configure the information that displays in the report.
Though filter panels are not available for widgets, the JSON strings applied in the Web Ul designer can be used
to refine data that is available to the logged-in user. For more information on using JSON strings to filter Power
Bl reports, refer to the Example Power Bl Report Filters topic in this guide.

Note: Tofilter data based on user permissions, e.g., to ensure that the logged-in user only accesses data
that is relevant to them, you must use row-level security (RLS). For more information, refer to the Power Bl
Row-Level Security topic in this guide.

3. Filter parameters (field not individually labeled) — In this field, enter the relevant filter parameters, e.g.,
‘Attribute Value.” Each selected parameter will be assigned a placeholder string that will be replaced with a
context-specific value to be referenced in the JSON query string. These placeholders also contain an
embedded integer that identifies the sequence in which the parameter will appear in the JSON filter string,
e.g., #%0%# will appear first, #%1%# will appear second, etc. Moving a parameter up or down with the 'up'
or 'down' button will automatically renumber the placeholder.

Note: Itis recommended to generate the placeholders for the filter parameters before entering the JSON
filter string in the bottom field.

4. The dropdown menu below the filter parameters field allows the selection of various options to create the filter
parameters. The available parameters are as follows:

Attribute Value «

Attribute Value |

Context Id
Locale
Mode Id
Today
User Emaill
User Id

User Mame

« Attribute Value: Returns/filters the view for a STEP attribute value. Valid for the Power Bl Screen only.
o Context Id: Returns the current context ID
o Locale: Returns the selected locale, which is used for the Web Ul session
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» Node Id: Returns the STEP ID of the current object (valid for Power Bl Screen only)
« Today: Returns the current date

« User Email: Returns the email address of the logged-in user (if specified)

o User Id: Returns the user ID of the logged-in user

o User Name: Returns the name of the logged-in user

5. The field directly to the right of the dropdown menu will display when either 'Attribute Value' or 'Today' is
selected. If Attribute Value is selected, the ellipsis button displays (\==). Clicking this button opens the
'Select Node(s)' window, where the relevant attribute is chosen. If Today is selected, a 'Date Format'
window displays, in which the chosen date format is entered, e.g., yyyy-MM-dd. The date format uses the
rules for SimpleDateFormat in Java.

6. JSON filter string (field not individually labeled) — In this field, enter the desired JSON filter string. Itis
recommended that the string contain placeholders that correspond with the numbered dynamic values
selected for the JSON filter parameters, e.g., #%0%#. #%1%#, etc.
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Power Bl Flyout Panel

The flyout panel is available to be added to the Node Details screen and Node List components in the Web Ul,
giving you the ability to view analytics information in a conceptualized manner for both single nodes and multiple
nodes. The flyout panel displays Power Bl reports and provides the ability to toggle between multiple reports. By
presenting analytics information in context with the content being analyzed, the Power Bl flyout panel provides
users a seamless, contextual interface to help in their decision-making processes.

Displaying and Using the Flyout Panel

Node Details: When the flyout panel is configured on a Node Detail screen, navigate to an object and click the
Analytics button in the 'Below Title' component (top area) of the screen. The panel will display on the right.

stepsys » English US = Main :(i' ‘p

Name and ID X x

‘ Retail Performance Column v |

Primary Product Hierarchy * Praducts * Clothing

Hoodie .
- . e - Analytics —
6 + Never Approved = 0.3 - Last edited by stepsys on October 2, 2020 at 6:48:25 AM UTC-4

Last Year Sales by Territory

Rcudel)

D 6437840 ove NE
‘‘‘‘‘‘‘ @
1
Name Hoodie e L "B e
MISSOURI o T
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AAAAA sas ¥
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Short Description Unisex hoodie with drawstring ’ MESSSPO _ GEOR
b B S gt 202 oo e 2 e 2t T
A Copanion
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Long Description Unisex hoodie with drawstring: fleece interior; true to size. ’ £1M (2.5%) $4M Category
S1M () (19.25%) ®020-Mens
“ o 050-Shess
age 1.}
* New Yes -

s3m €
(11.78.)
Py, s3m
(12.6%) (13.62%) =

Total Units This Year by Month

Color Elue - 2
% so.em
£
Amperesfx V =
2 50.4M

5O Date and Time 2020-12-11 14:56:15 = ) i 4 3
R e

+

Node List: If you access the flyout panel from a Node List, where the Analytics action has been configured to
display in the toolbar, you simply make a single or multiple object selection and then click the Analytics button.
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Sample Workflow with Parallels and Clusters - Start 1 - Available 1
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If you have the flyout panel pinned and select another object from the Node List, the panel will display a message
giving you the option to refresh.

| X

‘ Retail Performance Column -

A This panel shows data from your previous
selection. Please press Refresh below to ses
data corresponding to your current selection.

(& Refresh

Features of the flyout panel include:
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1. Adropdown list displays at the top of the panel, which allows you to toggle between different reports.

2. The panel is resizeable; you can drag the handle on the left side of the panel and drag it to the left across the
screen to view larger widgets. The maximum height is 400 px; widgets start with a height of 255 px. Most
reports grow larger / automatically resize as you expand the panel; however, all do not, such as prices and

indicator widgets.

3. Ifyou click outside the flyout panel and the panel is not pinned, it will retract. If you want the panel to remain
open as you update the object, click the pin icon and the panel will remain open. The pin is gray when
unpinned, and it turns blue when pinned.
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The Web Ul will remember your preferences if you navigate away from the page then come back and when you
exit your Web Ul instance and log back in. The report you were last on will display each visit until you change it,
and the system will remember if you pin the flyout panel and/or if you resized it.

If you click another 'global’ flyout panel, such as alerts or BGP, the analytics panel will be replaced by the other
flyout until the Analytics button is clicked again, even if the Power Bl flyout panel is pinned.

Configuring the Flyout Panel

Prerequisites

Itis expected that anyone configuring the component is familiar with the Web Ul Design Mode as basic concepts
for working with the designer are not covered in this section. In addition, the user must have appropriate
privileges to access the designer. Additional information can be found in the Designer Access section of the
Web User Interfaces documentation.

Adding to a Node Details screen

The panel supports product, classification, and entity objects and is added to Node Details screens in Web Ul as
a'Below Title' summary card child component (either as a Product Summary Card, Classification Summary
Card, or Entity Summary Card).

To configure this panel, in the Node Details component, add the applicable Summary Card component as a child
component to the Below Title component. For general configuration details about these Summary Cards, refer
to the Below Title Component section in the Node Details Screen in the Web User Interfaces
documentation.

For the steps below, the Product Summary Card component will be used to outline the Power Bl flyout panel
configuration. The steps will be similar for the Entity Summary Card and Classification Summary Card.

1. Within Node Details Properties, add the 'Product Summary Card' as a child component to the Below Title
component, then click 'go to component.'

2. OnProduct Summary Card Properties, select Analytics from the Secondary Summary Card Section
dropdown list. (This option will only display if the Analytics commercial license is activated for your system,)
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Properties

Configuration Web Ul style

MNode Details - | Save | | Close | | Mew... | | Delete | | Rename | | Save as.

go to parent

Product Summary Card Properties

The Product Summary Card displays information
Component Description  about a Product in a predefined template below
the screen title.

Primary Summary

e + [Edit..)
Card Section Description Card | |

Secondary Summary

i v |Edit..
Card Section <Select an option> ‘

<Select an option> 9

Data Profile

Change Report

Acrolinx

Analytics 9

Child Components

3. The Analytics Properties will open automatically with new setups. If making changes to an existing setup,
click Edit... to open the Analytics Properties.

4. In Analytics Properties, add a Power Bl Report ID.

5. For Report Page, enter the name of the Power Bl report page that you want to display when the report loads
in the flyout panel.

6. Select/ configure the JSON Parameters and Filter String parameters. For example:
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Add component - configure required properties

Required properties (*) must be set before the component can be added to the configuration.

Power Bl Report Properties

Component Description Display all widgets within a supplied Power Bl report ID and apply a

JS0N filter
* Power Bl Report o b79b1523-8d31-4291-87be-d4502e74435c -
Report Page 9 ReportSection
e #%009%# : Attribute Value (BrandMame) ~
W
5 2
o Attribute Value =
)
(] [remove [up down
JSOMN Parameters and {
Filter String e "target™ {
“table": "Store”,
“column”; "Chain"
b
“filterType™ 1,
"operator”: "In”,
"values": [
"HOG0%%H"
1
H
Vi

For more information on using JSON strings to filter Power Bl reports, refer to the Example Power Bl
Report Filters topic. You can also refer to the 'Filter Configuration Options: JSON Parameters and Filter
String' section in either the Power Bl Web Ul Screen topic or Power Bl Web Ul Widget topic.
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7. Click Save to complete the configuration.

8. Repeat steps 4 through 7 to add additional reports.

9. Click Save in Analytics Properties to save the settings.
10. Click Save and then Close to exit Web Ul Design Mode.

A clickable Analytics button now displays below the title.

|STIBOSYSTEMS

Category Details
Products Miscellaneous Electrica /
Low-Voltage Wire .
B o Analytics
Category Details Testing
Mame Low-Voltage Wire
D 104829
Category Wire v

Adding to a Node List component

e MASTER DATA MANAGEMEMNT

The Analytics button can also be added to the Node List component as a child Analytics Node List Action. Adding
this action will display the action button in the toolbar. Users can then click the button to view a Power Bl flyout

panel for the selected node(s).

1. Within Node List Properties, go to Child Components. Click Add under the Actions field.
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Add Component

Add To Basket Action

Add Te Batch Action

Assign Toolbar Action

Attribute Add Valid Object Types Action
Attribute Remove Valid Object Types Action
Bulk Update Action

Bulk Update List Action

Bulk Update Template Action

Cancel Asynchronous Job Action
Filter

[0 show deprecated components

Add Selected Items To Collection “ | Display analytical info for selected items from Power Bl

In Analytics Node List Action Properties, add a Report ID.
Enter a Report Page.

Select/ configure the JSON Parameters and Filter String parameters. Refer to the section above for an

example, and refer to the Example Power Bl Report Filters topic.

Click Save to complete the configuration.
Repeat steps 4 through 7 to add additional reports.

Click Save and then Close to exit Web Ul Design Mode.

clickable Analytics action button now displays in the toolbar.

Primary Product Hierarchy Products Miscellaneous

Electrical

Category Details Sales Suppliers and Completeness Ratings and Completeness

Select all m Analytics m—
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Locating Power Bl IDs

Power Bl IDs are required when configuring the Power Bl Screen and Power Bl Widget components in the Web
Ul. These IDs are needed to link to the relevant reports, dashboards, and tiles in Power BI. Five types of IDs are
available:

o Workspace ID

« ReportID

» ReportPage ID

o Dashboard ID

« Dashboard Tile ID

This topic explains how to locate these IDs in the URLSs that are accessed from within the Power Bl web
application. You must be logged into Power BI (https://app.powerbi.com) to access these URLSs.

Report and Report Page IDs

To configure either the Power Bl Screen or Power Bl Widget, you need the ID of the report, dashboard, or
dashboard tile to embed.

o The Workspace ID can be copied from the URL of a report or dashboard when viewed from within Power
Bl. The Workspace ID is defined in the groups section of the URL. For example,
https://app.powerbi.com/groups/556ac84-9d9a-4af6-b569-6a770f3bbe11/reports/974040d0-d401-4680-
87f3-49a04acbccda/ReportSection3.
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C 1 @ ntips//app.powerbi.comfgroup 140d0-d401-4680-8713-49a04acbeeda/ReportSection3
Power BI . My workspace > Retail Analysis Sample (® ) New look off

File v  View ¥  Edit report ﬁ Pin a live ... & Comm... I:I Book. v |~ Usage m... D@ View rel...

Home

Store Sales Overview

Favorites WAlan Guinct

Recent ] U . ll I . : ..

Apps ' 1I|I|1'I' |.|I|j_l

I|'||| ._ l|||||1"l| :

NE 1 '
5t

Shared with me 104
Workspaces

My workspace

DASHBOARDS
Retail Analysis Sample —_—
USER Retail Analysis UNITED STATES

REPORTS
Retail Analysis Sample

WORKBOOKS

DATASETS biing <\
Retail Analysis Sample b

71 Getdata

Overview District Monthly Sales New Stores District Sales Report

« The Report ID is available by selecting the relevant report when viewed in Power Bl and inspecting the URL.
For example, in the above URL, the report ID is https://app.powerbi.com/groups/556ac84-9d9a-4af6-b569-
6a770f3bbe11/reports/974040d0-d401-4680-87f3-49a04acbccda/ReportSection3.

o The Report Page is the page of the report that will show when the report is first loaded. For example,
https://app.powerbi.com/groups/556ac84-9d9a-4af6-b569-6a770f3bbe11/reports/974040d0-d401-4680-
87f3-49a04acbccda/ReportSection3

In the above screenshot, the Overview tab is the report page. Other report pages can be viewed by clicking
on another tab (e.g., District Monthly Sales or New Stores). When another page is selected, the URL will
then show the page ID of the selected page.

Dashboard and Dashboard Tile IDs

o The Dashboard ID is available by selecting the relevant dashboard when viewed in Power Bl and inspecting
the URL. For example: https://app.powerbi.com/groups/556ac84-9d9a-4af6-b569-
6a770f3bbe11/dashboards/4c3d6f97-7dc8-4789-a911-5f04daf9de5f.
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« > C @ https://app.powerbi.com/groups/556acB4-9d9a-4af6-b569-6a770f3bbe11fdashboards/4c3d6f97-7dc8-4789-3911-5f04daf9desf ' :
P PP-P group o]

Power B . My workspace > Retail Analysis Sample '::_::' MNew look off Pro trial: 58 days left Ve I:‘

} Add tile E' Co Ents |d Usage metrics 'Kg View related @B Set as featured EA“’ Favorite [ Subscrib
Home 3 Ask a guestion about your data
Favorites . ) i )
Total Stores This Year's Sales This Year's Sales New Stores,
NEW & EXISTING STORES NEW & EXISTING STORES BY CHAIN YEAR TO DATE
Recent
@ New Stores @
Lindseys
04 $22M
e
RQ Shared with me Fashions Direct .
= Workspaces hiz Year's Sales, Last Year's Sales Total Sales Variance %, Sales Per Sq Ft, This Year's S
BY FISCAL MONTH BY DISTRICT

My workspace $15.0
. y P @ This Year Sales @Last Year Sales 21ad

DASHBOARDS
Retail Analysis Sample

USER Retail Analysis

REPORTS
Retail Analysis Sample

WORKBOOKS §2.5M

DATASETS §2.0M
Retail Analysis Sample

71 Getdata

« The Dashboard Tile ID is available by selecting the relevant dashboard when viewed in Power BI, then
clicking the ellipsis (...) that appears when hovering over a dashboard tile and selecting 'Open in Focus
Mode.'
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This Year's Sales, Last Year's Sales - Total Sales Variance 9%, Sale
BY FISCAL MOMNTH

@ (=1 Open comments

@ This Year Sales @ Last Year Sales

54,00 dh Go to report
o EY Open in focus mode
53.5M
D, Bxport to .csv
$3.0M I
£ Edit details
sl Q View insights
52.0M 57 Pin tile -

]ﬁ[ Delete tile

L
in

The tile opens in Focus mode, and the ID of the tile is available in the URL. For example,
https://app.powerbi.com/groups/556ac84-9d9a-4af6-b569-6a770f3bbe11/dashboards/4c3d6f97-7dc8-
4789-a911-5f04daf9de5f/tiles/a5f96387-a9d8-465b-93a6-8d3ca5904bb3/infocus

& & 0 @311.-'dashboards;'—‘-lu:id6f9?—?clc8—4?89—a§’1—5‘D4claf9dE5fItiIes.-‘aif%?8?—39d8—455b—9336—8-:13ca£904l:bB,Iin"ocus

Power B W My workspa... » Retail Analysis Sa..  » Focus mode ® ) New look off
Exit Focus mode This Year's Sales, Last Year's Sales by Fiscal Menth LAST REFRESH: Oet 2

Home

@ This Year Sales @ Last Year Sales

Favorites
540
Recent
53.5M
Apps
53.00
Shared with me
52.5M
Workspaces
My workspace £2,0M
DASHBOARDS
g1 g \.‘_J
Retail Analysis Sample e ? Jan . o - o - "
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Example Power Bl Report Filters

Power Bl supports three different levels of filters that can be applied to reports: report level, page level, and
visual level. To simplify the Web Ul configuration, only report level filters are supported, which are filters that
apply to the entire report. Power Bl filters information on a dataset, and the filters that are passed from STEP to
Power Bl at report load time are in JSON format.

Note: Filter panels are only applicable to reports; dashboards and tiles do not support filter panels.

On Power Bl screens and widgets that display Power Bl reports, JSON filters allow you to specify additional
filters beyond the standard filters configured in Power Bl. On screens that show reports, the filters can be shown
in the optional Power Bl 'Filters' pane on the right side of the page.

Note: To filter data based on user permissions, e.g., to ensure that the logged-in user only accesses data
that is relevant to them, you must use row-level security (RLS). For more information, refer to the Power Bl
Row-Level Security topicin this guide.

This topic describes several examples of JSON-formatted filter strings that can be placed into the 'JSON
parameters and Filter String' field in the Web Ul designer when configuring a report display for a Power Bl
screen. For more in-depth details on configuring report filters for Power Bl, refer to the following Microsoft help
documentation: https://github.com/Microsoft/PowerBl-JavaScript/wiki/Filters.

Example Filters

Report-level filters support the following types: Basic Filter, Advanced Filter, and Relative Date Filter. The exact
format for filters is defined by Microsoft. For more information, refer to: https://microsoft.github.io/powerbi-
models/interfaces/_models__.ifilter.html.

When no JSON filter is specified in the Web Ul screen configuration, the Power Bl filter pane appears as in the
following screenshot. The filter parameters shown in the filter pane are only those that are configured on the
Report within the Power Bl application.
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Category VL
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Andrew Ma . S0.52M 05[5]99 57M District v &
. 50.49M 0.50M $0.49M o ;
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Annelie Zubar SO5M g 4 1heg 41 SMEM ot ST SOMM
Brad Sutton 032 oM v &
Carlos Grilo - . is (All)
Chris Gray 0%
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Chris McGurk )
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@ Last Year Sales @This Year Sales
$4.0M

$3.5M
$10

$3.0M

010-Womens

Avg $/Unit TY

$2.5M

$2.0M

§1.5M

Jul

Jan Feb Mar Apr May Jun Aug

Overview District Monthly Sales New Stores This Years Sales

-20%

Jan Feb Mar Apr May Jun Jul Aug

Category @010-Womens @020-Mens @030-Kids @040-Juniors @050-Shoes @060-Intimate »

050-Shoes
040-Juniors
| essories
060-Intimate . -
030-Kids
070-Hosiery

-Home
100-Groceries

-10% 0% 10%

Total Sales Variance %

When JSON filter panes are specified in the Web Ul screen configuration, additional Power Bl report-level filter
parameters are added to the filter panel with the relevant value(s) preselected.

I Note: Users can deselect the values and show the unfiltered results. I

Basic Filter

The following string creates a simple Power Bl filter that only includes data if the value in the 'ltem’ table /

'‘Category' column is either 010-Womens or 020-Mens.

{

"target": ({
"table":
"column":

},

"filterType": 1,

"In",

"Item",
"Category"

"operator":
"values": [

"01l0-Womens", "020-Mens"
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}

As shown in the following screenshot, the string has created a 'Category' filter pane with basic filtering that
automatically filters data on the 010-Womens and 020-Mens categories.

Filters on all pages

Category A&
is 010-Womens or 020-Mens
Category @010-Womens @020-Mens Filter type
— Basic filtering ¥
$7.35
je
£7.30 . 010-Womens (] Select all
M 010-Womens 39706
% $7.25 M 020-Mens 47258
=] O o030-Kids 42676
U*\ $7.20 O 040-Juniors 36597
< O 050-Shoes 21871
$7.15 1 060-Intimate 13232
020-Mens ‘
£7.10
-30% -20% -10% 0%
Total Sales Variance %

Basic Filter - Select All

The following basic filter string uses the 'All' operator, which will cause all entries in the 'ltem’ table / 'Category'
column to contribute data to the report. It is effectively a 'Select All' filter.

{
"target": {
"table": "Item",
"column": "Category"
}I
"filterType": 1,
"operator": "All",
"values": []

}

In the filter panel, data from all entries are displaying.

Note: In Power BI, the 'Select All' button is not activated when using this filter.
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Category @010-Womens @020-Mens @030-Kids @040-Juniors @050-Shoes @060-Intimate

-40%

-20%

-10%

Total Sales Variance %

050-5hoes
$10
:’- "1
- 040-Juniors
T
2 s 010-Womens 060- Intimate ” ssories
= . ns
. 030-Kids
070-Hosiery )
100-Groceries ‘J Home
%0

o,
U

10

Category
is (All)

» Filter type
Basic filtering

0

Select all

010-Womens
020-Mens
030-Kids
040-Juniors
050-Shoes
080-Intimate

OoOooooo

L

39708
47258
42676
36597
2187
13232

e

Advanced Filter

An advanced filter can contain operators and conditions. The below string creates a Power Bl filter pane with

advanced filtering that only includes data if the value in the 'ltem’ table / 'Category' column contains either 'junior’

or 'kids."'

"target": {
"table":
"column":

b,

"logicalOperator":

"conditions"

{

"operator":

"value":

b,

"operator":

"value":
}

1,
"filterType"

"Ttem" ,

"Category"

llorll ,

g |
"Contains",

"Junior"

"Contains",
"kids"

: 0

In the report sample shown below, this will match the values 030-Kids and 040-Juniors.
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Filters on all pages

Category @030-Kids @ 040-Juniors

§7.0 '
040-Juniors

$6.5

Avg S/Unit TY
(*a] (*a]
{9 ] [+a]
L =

v
L
]

Total Sales Variance %

030-Kids

02

Category L
contains ‘junior' or contains '...
Filter type

Advanced filtering %

Show iterns when the value:

contains

A

junior

O And

contains

kids

® or

A

Apply f

ter

Advanced Filter - Is Blank

The following string creates a similar Power Bl filter as the previous example, except the filter only includes data

if the value in the 'ltem' table / 'Category' column contains either 'junior' or is blank.

{
"target": {
"table": "Item",
"column": "Category"
b,
"logicalOperator": "Or",
"conditions": [
{
"operator": "Contains",
"value": "junior"

b,

"operator": "IsBlank",
"value": ""
}
1,
"filterType": 0O
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Filters on all pages

Category LA
contains ‘junior’ or is blank
Filter type

Category @040-luniors

L1

Advanced filtering

Show items when the value:
. contains o
= junicr
E O And ® or
.=E 040- Juniors is blank n
36

Apply filter

Total Sales Variance %

Relative Date Filter

A relative date range is a period of time that is relative to the current date, e.g., last week, last month, or last year.
The following string creates a Power Bl filter pane that includes data if the value in the 'Store' table / 'OpenDate’
column contains a value within the last 6 years.

{
"target": {
"table": "Store",
"column": "OpenDate"
b,

"operator": O,
"timeUnitsCount": 6,
"timeUnitType": 5,
"includeToday": true,
"filterType": 4

}

Explanation of values:

« The operator field is set to 0, which is RelativeDateOperators.InLast (refer to
https://microsoft.github.io/PowerBl-JavaScript/enums/_node_modules_powerbi_models_dist_ models
d__relativedateoperators.html for more information)

o The timeUnitType of 5 is RelativeDateFilterTimeUnit.Years (refer to https://microsoft.github.io/PowerBlI-
JavaScript/enums/_node_modules_powerbi_models_dist_ models_d_.relativedatefiltertimeunit.html for
more information)
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o ThefilterType of 4 is FilterType.RelativeDate (refer to https://microsoft.github.io/PowerBI-
JavaScript/enums/_node_modules_powerbi_models_dist models_d_filtertype.html for more information)

The filter displays as follows in the Web Ul:
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OpenDate P e
11/21/2013 - 11/20/2019

Category @010-Womens @020-Mens @030-Kids @040-Juniors @050-Shoes @060-Intimate » Filter type
Relative date filtering

Ak

Show iterns when the value:
050-5hoes
isin the last %
$10
&
% 040-Juniors
£ years ¥
=
o 010-Wemens cessories B include today
It Apply filter
070- Hosiery: D3UsKids
v 070-Home
100-Groceries
$0
-40%: -30% -20% -10% 0% 10%

Total Sales Variance %

Example Web Ul Report Filters

JSON filter strings like those described in this topic are placed into the 'JSON parameters and Filter String' field
in the Web Ul designer when configuring a Power Bl screen or widget. One or more filters can be specified at the
same time within this field. Multiple filters are defined as an array of filters. For additional information on
configuring the Power Bl Screen in the Web Ul designer, refer to the Power Bl Web Ul Configuration topic.

Single Filter

This sample shows a basic JSON filter string that is configured to have a dynamic value replacement in the
form of a placeholder to fill in the 'values' field. The placeholder string #%0%# will be replaced with the value(s)
for the attribute 'Category' for whichever node is currently selected in the Web Ul. A screenshot of how the filter
displays in the Web Ul designer appears below the string.

Note: The placeholder string (e.g., #%0%#) is specific to STEP functionality and is not part of the schema as
defined by Microsoft.

{
"target": {
"table": "Item",
"column": "Category"
b,
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"filterType": 1,

"operator": "In",
"values": [
"#%0%#"
1
}
#%0%# 1 Attribute Value (Category) :
o

Attribute Value = E

|add||rem cwe||down|

{
"target™ {
JSON Parameters and “table": "ltem”,
Filter String “column”; "Category”
¥
“filterType™ 1,
"operator': “In”,
“values": [
#0019
]
}

Note: If you specify a basic filter with the operator set to either 'In' or 'NotIn', and the 'values' field contains no
values or a single empty value, you are effectively setting a 'Select All' filter. To set a filter that only matches
empty values, you will need to use an Advanced Filter set to 'is blank' instead.

When the relevant product folder is selected in the Web Ul on a Node Details screen, the attribute value for
'‘Category' is passed to Power Bl to use in a filter on the 'ltem' table / 'Category' column. In this instance, the
value of 'Category' on the selected 'Mens' product node is '020-Mens.' This results in a filtered report with '020-

Mens' preselected, as shown below:
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» O Configurations

<
b [0 Index Words
» [ Sample Data
» [ Supplier Data I Category @020-Mens I

» [0 RevisableEntityTests
» [0 CustomerDataEntityRoot
» [O SpirePLM <8
» [@ Publications
~ BB Primary Product Hierarchy
» BB Export Tests
» BB Modules
~ B PowerBl
» B Fashions Direct
~ B Lindseys
W Kids

Avg 3/Unit TY

B Womens

Total Sales Variance

Filters on all pages

Category LA

is 020-Mens

Filter type

Basic filtering ¥

je

[ select all

O 010-Womens 39706
|& 020-Mens 47258

O 030-Kids 42676

O 040-Juniors 36597

[0 050-Shoes 21871

O 060-Intimate 13232

Multiple Filters Defined in an Array - Hierarchical Example

Multiple filters are defined as an array of filters, as shown in the following example. Arrays of filters display within
square brackets ([ ]) and are separated by commas. This example shows two basic filters in an array. The
placeholders '#%0%#' and '#%1%#" will create filter parameters for the attributes Category and Brand Name.
This array has two filters because the filtering is being done on two separate attributes.

[

"target": {
"table":"Item",

"column":"Category"

b,
"filterType":1,
"operator":"In",
"values": [
"HS0SH"

"target": {
"table":"Store",
"column":"Chain"

},

"filterType":1,

"operator":"In",

"values": [

"HSLSH"
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#%0%# ; Attribute Value (Category)
#951%#  Attribute Value (BrandMame)

Attribute Value =

|add|| rem nve||down|

[
{
“target"|
“table""ltem”,
"column”:"Category”

}

filterType™1.
“gperator”in®,
JS0ON Parameters and “values":[
Filter String "#%0%#"
]
2
{
“target"]
“table":"Store”,
“column”:"Chain”

}

“filterType™:1,
"operator":"In",
“walues"[

"#% 1 %"

The example Web Ul scenario for the above string is as follows:

For a hierarchy of products, the report data at each level in the Tree should be further filtered to be more specific
to the selected node. This is possible using basic filtering and attribute value inheritance. In this example, there is
a folder hierarchy named 'Power BI' that contains two child folders: Fashions Direct and Lindseys. The Lindseys
folder contains further category folders—Kids, Mens and Womens. When the Power Bl folder is selected in the
Web Ul, it will display a report that includes all data—both Lindseys and Fashions Direct and all the category

folders below them.
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The Power Bl product folder has no values for either the Brand Name or the Category attribute. When
specifying a basic filter, if there are no values for the specified attributes, then the filter defaults to 'Select all.'

I Note: In Power Bl, the 'Select all' checkbox is not always selected when afilter is set to 'Select all.' I
» [0 Configurations
» O Index Words A% Filters on all pages
» [0 Sample Data Category A~
* 50.5TM .
is (All
[ o= Suplpller Datc-lz SuuM 0,505 - (A
» [0 RevisableEntity D.37h 04OM  SDLTM Filter type
b [O CustomerDataEntityf - Basic filtering =
» [0 SpirePLM 0% L1 e,
» & Publications . O Selectal
elect a
BR Primary Product Hier A L S S S SR SR S B B
- m WtT i34 g E SETEEET S am O o10-Womens 39706
Xpet lests 22z I g3 O 020-Mens 47258
» B Modules mAAdALEeRA L RAA .
] Jan Feb Mar Apr May Jun Jul Aug O 030-Kids 42676
v = PowerBl p| O 020-uniors 36597
» Bl Fashions Direct [ 050-Shoes 21871
~ [l Lindseys inti
- Kl'dsy Category @010-Womens @020-Mens @030-Kids @040-Junicrs @050-Shoes @060-Intimate » L] 060-Intimate 13232
B Mens Chain A~
B Womens 050-5haes is (Al
. $10 Filter type
E b Basic filtering ¥
=]
2 4 010-Womens 040-Intimate e 2
030-Kids O select all
SiHasan -UD_GmceriESW'H‘mE [0 Fashions Direct 37
0 O Lindseys 67
-40% -30% -20% -10% 0% 105
Total Sales Variance %

The Lindseys product folder has a value for the Brand Name but does not have a value for the Category
attribute. This sets the filter to 'Select all' for Category and 'Lindseys' for Chain.
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» [0 Configurations

Filters on all pages

¥ O Index Words
20% Categor A
b [0 Sample Data 11&M g0 14m S0.14M is(ﬁﬁ] !
» 2 Supplier Data - soim T2 TIM gg gy Filter ty
. . ; ilter type
» [0 RevisableEntity 2onlC e 0.08 - o || . P :
. = L Basic filtering ¥
» [0 CustomerDataEntityR
» [ SpirePLM P
» @ Publications T e O Selectall
~ M Primary ProductHiers: 2 5 & 5 5 5 5 & 5§ £ O 010-Womens 39706
» BB Export Tests R R R R S - N T - R O 020-Mens 47258
» Bl Modules ST Jan Feb Mar Apr May Jun Jul Aug O 030-Kids 42676
~ W PowerBl O 040-Juniors 36597
i O 050-Shoes 21871
Category @010-Womens @020-Mens @030-Kids @040-Juniors @050-5hoes @060-Intimate » Ll 060-Intimate 13232
Chain ~ &L
is Lindseys
= Filter type
;E.. . 040-Juni Basic filtering ¥
g 010-Womens p
= 0-Mens
45 30-Kids [£] Select all
0&0-Intim 090-H B X
100-Groceries 070-Hosiery UB0-Accessories e [] Fashions Direct 37
Lind &7

Total Sales Variance %

The Mens product folder has an inherited value for Brand Name (inherited from Lindseys) and also has a
value for the Category attribute. When you select the Power Bl > Lindseys > Mens folder, this sets the filter to
'Mens' for Category and 'Lindseys' for Chain.
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» [0 Configurations
¥ [0 Index Words

Filters on all pages

b [0 Sample Data | . 2% Category ~ @
. A2 SA3K $39K is 020-Mens
» [0 Supplier Data $35K 533K
\ \ 131K 531K 530K Filt:
» [0 RevisableEntity _ o . - lter type
. 321K 322K e Basic filteri "
» [0 CustomerDataEntityR . asic tenng v
» [0 SpirePLM I I e
» [@ Publications 20% E selectall
~ B Primary Product Hiers & = & & © ¢ 7 % £ ¢ ¢ & [ 010-Womens 39706
T O o\B W fT 5 2 9 a8 4 =2 B
» BB Export Tests T o M 020-Mens 47258
N AR R EW R RER R A% .
» B Modules Jan Feb Mar Apr May Jun  Jul Aug OO0 030-Kids 42676
~ [l PowerBI [0 040-Juniors 36597
» B Fashions Direct 0 050-Shoes 21871
~ Bl Lindseys Category @020-Mens O o060-Intimate 13232
o ics Chain ~ O
p | isLindseys
bmens i i Filter type
% Basic filtering -
=
& 020-Mens o
$6 [=] Selectall
[0 Fashions Direct 37
M Lindseys 67
04% 05% 06%
Total Sales Varance %
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Power Bl Row-Level Security

The visual integration with Power Bl supports row-level security (RLS) as a way to restrict data access for
specified users. Like in STEP, users can be given 'super user' privileges in Power Bl that allow them to view alll
information in reports, dashboards, and tiles, while other users can be set up with more limited permissions that
allow them to view only specified subsets of information.

This topic provides an example setup of row-level security applied to data from two fictional retail chains
(Lindseys and Fashions Direct), how to set up users and permissions in Power Bl through the Power Bl Desktop
application, and how to set up corresponding users and groups in the workbench.

The following considerations apply to configuring row-level security for Power Bl:

« To configure row-level security, roles and rules must be defined within the Power Bl Desktop application;
they cannot be defined from within the Web Ul or by logging into Power Bl (via https://app.powerbi.com).

« The Power Bl Desktop application is only available for the Windows platform. For more information on
Power Bl Desktop, including download access, refer to https://powerbi.microsoft.com/desktop.

For more detailed information from Microsoft on how to configure row-level security for Power Bl, refer to the
following topics:

o Row-level security with Power Bl Embedded: https://docs.microsoft.com/en-us/power-
bi/developer/embedded-row-level-security

» Row-Level security (RLS) with Power BI: https://docs.microsoft.com/en-us/power-bi/service-admin-rls

Overview of Row-Level Security in Power Bl

Row-level security in Power Bl is enforced by filters that are applied in Power Bl to restrict data. Three main
concepts are used to configure row-level security in Power Bl: users, roles, and rules.

o Users: The end users that view the artifact (dashboard, tile, or report). After configuring Power Bl
authentication, users will be automatically authenticated with Power Bl when viewing Power Bl data in the
Web Ul. For more information, refer to the Power Bl Authentication Configuration topic.

« Roles: Users belong toroles. A role is a container for rules and can be named something like Sales
Representative or Sales Manager.

« Rules: Row-level security is defined within the roles. Roles have rules, and these rules are the actual filters
that are applied to the data. The rules can be as simple as 'Country = Canada' or something more complex.

From a STEP perspective, when row-level security is applied, the Power Bl user for which STEP requests an
access token will be the STEP user ID of the currently logged in user. The Power Bl roles that the user belongs
to will correspond to the STEP user group IDs that the user is a member of.

Example Row-Level Security Setup

The following example uses a 'Retail Analysis Sample' data model to outline the steps for setting up row-level
security in Power Bl. These steps include:
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o Createroles andrulesin Power Bl Desktop
o Publish the data to Power BI

Set up users and groups in workbench
Confirm filtering in Web Ul

Note: These instructions describe a high-level overview of a sample setup that includes fictional retailers and
users. For more information on how to navigate the Power Bl Desktop interface itself, as well as how to
configure a solution that is a fit for your specific business needs, refer to the 'Row-level security (RLS) with
Power BI' topic in the Power Bl help documentation: https://docs.microsoft.com/en-us/power-bi/service-
admin-rls.

Create Roles and Rules in Power Bl Desktop

Before these steps can be carried out, you must first download the Power Bl Desktop application, which is only
available for the Windows platform. For more information, refer to https://powerbi.microsoft.com/desktop.

1. The below screenshot shows the Power Bl Desktop interface with five database tables displayed. This
example uses information from the 'District' and 'Store' tables, with a focus on the 'Chain' and 'DM' (district
manager) columns from the Store table.
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The next screenshot shows more details about the Store table, with the Chain and DM columns highlighted.
The Chain column contains the names of the two fictional retailers (Fashions Direct and Lindseys), and the
DM column contains the names of the fictional district managers.
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-

Help
Ll??l % Diata type: Text = Home Table: . a& Q H:l/ |; %La.ng.u
Ne\.\.r . Format: - ) Drata Category: Uncategorized = S New E::h Mark as Linguistic
Parameter Column~ $ ° 76 ¢ . Auto I Default Summarization: Don't summarize > Roles  Roles Group Groups Date Table =
What If Sort Formatting Properties Security Groups Calendars Q8
— —
Name lz‘ StoreMumberfame |Z| StoreNumber lz‘ City Eﬁ Chain lz‘ DM lz‘

Wickliffe Fashions Direct 22 - Wickliffe Fashicns Direct 22 | Wickliffe, OH Fashions Direct | Carlos Grilo https://obvience-
Erie Fashions Direct 23 - Erie Fashions Direct 23 | Erie, PA Fashiens Direct | Carlos Grilo https://obvience-
Nerth Canton Fashions Direct 24 - North Canton Fashions Direct 24 | Nerth Canton, OH Fashiens Direct | Carlos Grilo hitps://obvience-
Mansfield Fashions Direct 25 - Mansfizld Fashions Direct 25 | Mansfield, OH Fashiens Direct | Carlos Grilo https://obvience-
Akron Fashions Direct 26 - Akron Fashions Direct 26 | Akron, OH Fashiens Direct | Carlos Grilo hittps://obvience-
Boardman Fashions Direct 27 - Beardman Fashions Direct 27 | Boardman, OH Fashiens Direct | Carlos Grilo hittps://obvience-
Huntington Fashions Direct 2B - Huntington Fashions Direct 28 | Huntington, WV Fashions Direct | Tina Lassila hittps://obvience-
Mentor Fashions Direct 31 - Mentor Fashions Direct 31| Mentor, OH Fashions Direct  Carlos Grilo https://obvience-
Middleburg Heights Fashions Direct| 32 - Middleburg Heights Fashions Direct 32 | Middleburg Heights, Of | Fashions Direct  Carlos Grilo https://obvience-
Altoona Fashions Direct 33 - Altoona Fashions Direct 33 | Altoona, PA Fashions Direct  Valery Ushakov ||https://obvience-
Monroeville Fashions Direct 34 - Monroeville Fashions Direct 34 | Monroeville, PA Fashions Direct Andrew Ma https:/fobvience-
Frederick Lindseys 501 - Frederick Lindseys 501 | Frederick, MD Lindseys Allan Guinot https://obvience-
Fredericksburg Lindseys 503 - Fredericksburg Lindseys 503 | Fredericksburg, VA Lindseys Chris McGurk https://obvience-
Gaithersburg Lindseys 504 - Gaithersburg Lindseys 504 | Gaithersburg, MD Lindseys Allan Guinot https://obvience-
Laurel Lindseys 505 - Laurel Lindseys 505 | Laurel, MD Lindseys Allan Guinot https://obvience-

2. Thefirstrole created for this example setup is 'Lindseys District Managers'

(step 1 in the below screenshot).

The first rule created for this role is to match DM to username. Select the District table (step 2), then match

DM to username by entering the [DM]

USERNAME () string into the Table filter DAX expression field (step

3). The STEP user ID will be passed to Power Bl in such a way that it can be accessed via the USERNAME ()

function.
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g Em]::i inssys Distict Nenasers District 1= [DM] = USERNAME() e
Manager tem
Sales
Crests E3EE Store Y.
Time

Filter the data that this role can see by entering a DAX
filter expression that returns a True/False value. For
example: [Entity ID] = "Value®

Save Cancel

3. The second rule created for Lindseys District Managers (step 1 in the below screenshot) is to match Chain to
the name of the relevant store chain (Lindseys).

Select the Store table (step 2), then match Chain to Lindseys by entering the string [Chain] = "Lindseys"
into the Table filter DAX expression field (step 3).
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Later in the configuration, a corresponding STEP user group will be created named 'Lindseys District
Managers.' The ID of the group defined in STEP is passed across and is used to match the Name of the role
in Power Bl. The two rules defined in the preceding steps will ensure that if a user is part of the 'Lindseys
District Managers' group in STEP, and their username matches the DM field, they will only access data
applicable to Lindseys and their user ID.

4. The nextrole created for this example setup is 'Lindseys Super User' (step 1 in the following screenshot).

Create a rule to match Chain to Lindseys by selecting the Store table (step 2), then enter the string [Chain]
= "Lindseys" into the Table filter DAX expression field (step 3).

This rule ensures that anyone who is part of the Lindseys Super User group will be able to examine all
Lindseys-specific data, regardless of their user name (i.e., there is no filtering on user name applied).

© Stibo Systems - Internal - Release 2023.3 (11.3) - September 2023

63



1STIBOSYSTEMS

e MASTER DATA MANAGEMEMNT

M | H © @ = | Retail Analysis Sample PEIX - Power Bl Desktop
Home Modeling Help
- =] &3\ Q Qc\Languagev
=) Linguistic Schema ~
Manage Manage View as
Relationships Roles  Roles
Relationships Security QA
[l >
E £ Time
& District £ FiscalMonth
ig [ BusinessUnitlD - %
[ District M |
[ DistrictiD anage roies
E DM )
Table filter DAX expression v x
71 DM_Pic Roles Tables p
Ell DM_Pic_fl Lindseys District M istri
=inn indseys Distri anagers District [Chain] = “Lindseys"
mage Lindseys Super User ltem
Manager Salles
Stare 9 Y.
Create Delete Time
Filter the data that this role can see by entering a DAX
filter expression that returns a True/False value, For
example: [Entity ID] = "Value”
Save Cancel
I —

5. Next, create the 'Fashions Direct District Managers' role (step 1 in below screenshot).

Create arule (not pictured in the below screenshot) to match DM to username for users within the Fashions
Direct District Managers group by selecting the District table, then entering the [DM] = USERNAME () string
into the Table filter DAX expression field.

Create a second rule to match Chain to Fashions Direct by selecting the Store table (step 2), then entering
the string [Chain] = "Fashions Direct" intothe Table filter DAX expression field (step 3).
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These rules ensure that if a user is part of the 'Fashions Direct District Manager' STEP user group, and their
username matches the DM field, they will only examine data applicable to 'Fashions Direct' and their user ID.

6. Create a'Fashions Direct Super User' role in a similar way how the 'Lindseys Super User' group was
created, including a rule to match Chain to Fashions Direct by selecting the Store table, then entering the
string [Chain] = "Fashions Direct" intothe Table filter DAX expression field.

7. Last, create a'Power Bl Super User' role that has no filtering set on any of the tables. Anyone with this role
will be able to examine all data completely unfiltered.
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8. Click Save to store the Power Bl pbix file (Power Bl Desktop report) to your computer. You will upload
(publish) this file to Power Bl to continue the setup.

Publish the Data to Power Bl

1. Loginto Power Bl via https://app.powerbi.com.
2. Selectthe Power Bl workspace to upload the Power Bl report with RLS.
3. Click'Get data,' then select Local File.
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4. Upload the pbix file that you previously saved. This will upload the dataset, report, and dashboard to Power
BI.

© Stibo Systems - Internal - Release 2023.3 (11.3) - September 2023




|STIBOSYSTEMS

e MASTER DATA MANAGEMEMNT

Note: The dashboard will probably be empty, so you will need to add tiles to it yourself. Refer to
https://docs.microsoft.com/en-us/power-bi/service-dashboards for more information.

5. You now have a workspace with multiple dashboards / reports. In the below example, the RLS-enabled
Power Bl dashboards and reports are prefixed with RLS. The ones without the prefix do not have RLS
applied.

Power BI . USER. Retai ple Workspace » RLS - Retail Analysis Sample ® ) New

File »  View ™  Edit report O Refr.. 5 PinaliveP.. M@ Comm.. [ Bookm.. » | Usageme.. o Viewrel. T¢ Favo = Subse.. & Sh.

1 Home % Filters
. - . Filters on this page
Favorit
evorites Store Sales Overview .
Recent is (All)
10 .
Apps Lisdsays is (Al)
Distriet v
Shared with me is (Al
. 104 Name v
Workspaces 502
is (Al
. USER Retail Analysis Sa... Open Month ~
is (A}
DASHBOARDS
Retail A i _ . . Store Type \1
RLS - Retail Ana N RLS - Retail Analysis Sample b R - 20 is (Al

REPORTS
Retail Anal o OPEN

RLS - Retail Ani

RENAME
WORKBOOKS

s have n warkbook REMOVE u-m
DATASETS . .

ANALYZE IN EXCEL sg Lo —
s Bing FLonDA £ HERE. € 2078 Wiessash Commestion Teors 5 .

DATAFLOWS

A Getdata Info Overview District Monthly Sales New Stores

s a3 e + 2 0@

At this point, no corresponding users and user groups have been set up in STEP, so there are no roles that
Power Bl understands. Therefore, no Power Bl information will display in the Web Ul. For example, if you log
into the Web Ul and attempt to view a Dashboard with RLS applied, it will look like the following screenshot:
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If you attempt to view a Report with RLS applied, it will look like the following screenshot. This is because the
logged-in user is not part of any role that Power Bl understands, so Power Bl has nothing to display.
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Set Up Users and Groups in Workbench and Confirm Filtering in Web Ul

The following steps in this example setup explain a recommended practice for creating users and groups in
STEP that correspond to the users and roles created in Power Bl Desktop in this topic.

1. Inthe workbench, create a 'Power BI' user group, then create a group beneath it with the ID 'Power Bl Super
User."' Add the relevant Power Bl super user(s) to this group, e.g., 'User.’

Note: Thisis not a hard-coded user group ID; the ID just has to match with the name of the role that has
been created in Power BI.
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2. Loginto your Web Ul as 'User.' The previously failing report / dashboard should now show the full unfiltered
data because 'User' is part of the Power Bl Super User group.
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3. Next, create the following users and groups:

« Fashions Direct District Managers (Andrew Ma, Carlos Grilo, Tina Lassila)
« Fashions Direct Super User (Tina Lassila)

« Lindseys District Managers (Annelie Zubar, Brad Sutton, Chris McGurk)

o Lindseys Super User (Annelie Zubar)

System Setup

==

=) #% Fashions Direct District Managers
£ Andrew Ma

: £ Carlos Grilo

----- £ Tina Lassila
=) %% Fashions Direct Super User

I % Lindseys District Managers
> & Annelie Zubar

£ Brad Sutton

----- £ Chris McGurk
[—:Icﬁa Lindseys Super User

----- £y Annelie Zubar
I'_—'I--:% Power BI Super User

4. Logintothe Web Ul with one of the previously created district manager users, e.g., Carlos Grilo, whois a
member of the Fashions Direct District Managers group. Power Bl will filter everything appropriately.
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5. Log in with a Fashions Direct super user to examine more data. e.g., Tina Lassila, who is a member of both
the Fashions Direct District Managers and Fashions Direct Super User groups. If Tina were only in the
Fashions Direct District Managers group, they would only access data filtered on their username. But, since
they are also a member of the Fashions Direct Super User, Tina is entitled to access all Fashions Direct data.
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6. Finally, login with a Power Bl Super User and check that you can examine both Fashions Direct and
Lindseys data.
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Power Bl Authentication Configuration

Microsoft follows a different integration approach than what is used for the visual integrations between STEP
and Tableau or Qlik. Power Bl requires the use of Microsoft's API to authenticate, show, interact with, and filter
reports.

The visual integration between STEP and Power Bl uses an 'app owns data' scenario instead of 'user owns
data.' As aresult, individual users who log into the Web Ul to view Power Bl information do not need a Power Bl
account; STEP is configured with the relevant credentials to authenticate the Power Bl service.

Note: Though individual users do not need a Power Bl account to view Power Bl information in the Web Ul,
a licensed instance of Power Bl is required for the visual integration with STEP.

Service Principal Authentication Setup Overview

The visual integration between STEP and Power Bl uses the service principal method of authentication, which
allows the application (in this case, STEP) to log in to the Power Bl service on behalf of the user that is using
service principal credentials. The service principal authenticates the application by using an application ID and
an application secret and is configured with properties added to the sharedconfig.properties file on the STEP
application server.

A general overview of how to set up Power Bl using the service principal is as follows. For more detailed
information, refer to the following Power Bl help page: https://docs.microsoft.com/en-us/power-
bi/developer/embed-service-principal#get-started-with-a-service-principal.

1. Setup Power Bl with the service principal in Microsoft Azure Active Directory (AD). In AD, you will
perform tasks that including the following:

« Register a server-side web application to use with Power BI.

« Create a security group and add the application you created (e.g., Stibo Power Bl Embedded) to that
security group.

For more information, refer to the following Microsoft Azure AD help page: https://docs.microsoft.com/en-
us/azure/active-directory/fundamentals/active-directory-groups-create-azure-portal.

2. As aPower Bl admin, enable service principal in the Developer settings in the Power Bl admin portal. To
access the Power Bl admin portal, visit: https://app.powerbi.com/admin-portal.

Note: To become a Power Bl admin, users must belong to the Power Bl administrators group in
Microsoft Azure.

3. InPower BI, set up your Power Bl environment and add the service principal as an admin to the relevant
Power Bl workspace. For more information, refer to https://docs.microsoft.com/en-us/power-
bi/developer/embed-service-principal.

4. Configure STEP to connect to the Power Bl Service using the service principal. This is done by adding the
configuration properties listed in the next section of this topic to the sharedconfig.properties file on your
application server.
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The following table explains the configuration properties required to enable authentication between STEP and

Power BI.

Configuration Property Description

PowerBl.TenantID Power Bl Tenant ID. This should be set to the 'Directory (tenant) ID' specified
on the Overview screen of the App Registration in Azure Active Directory.

PowerBl.ServicePrincipal.ClientID Power Bl Service Principal Client ID. This should be set to the 'Application
(client) ID' specified on the Overview screen of the App Registration in Azure
Active Directory.

PowerBI.ServicePrincipal.ClientSecret | Power Bl Service Principal Client Secret. This should be set to the value of
the Client Secret specified on the 'Certificates & secrets' screen of the App
Registration in Azure Active Directory.

The below screenshot illustrates where to locate values for the PowerBI . TenantID and
PowerBI.ServicePrincipal.ClientID configuration properties in the Microsoft Azure interface:

Microsoft Azure L Search resources, services, and

» Home > Stibo - App registrations > Stibo Power Bl Embedded

M Delete @ Endpoints
o Welcome to the new and improved App registrations. Looking to le

Display name : Sj:'i'bd Power Bl Embeg.ided* !

Application (client) |D : sl B sl ™S o RN S TR T

Directory (tenant) ID  : ENE P F-laTH-hinird Dl ek S

Object ID i o i e B RE SR e g

+ 22z Stibo Power Bl Embedded
)
L) — «
o B |
= i Overview
4 Quickstart
Manage
N
&) g8 Branding
3) Authentication
<

Certificates & secrets
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Export of Analytics Data for Bl Tools

For users who have existing Bl tools that they want to integrate with, Stibo Systems offers the following methods
of extracting data from STEP that can be sent to downstream Bl tools:

o Audit Message Framework: The Audit Message Framework (AMF) is a powerful message delivery
solution that sends configurable messages to an external system of the users' choice, allowing datain STEP
to be extracted and exposed so it can be processed for statistical analysis. The AMF includes an out-of-the-
box Audit Message Receiver JDBC Delivery Plugin, which utilizes message queues that correspond to tables
in the external JDBC database into which user-specified audit messages are written. The analysis of
workflow data is the typical focus for users of the AMF.

o JDBC Delivery Method: The Java Database Connectivity (JDBC) delivery plugin feature can be configured
to automatically (or manually) make STEP data available to an analytics platform, typically Tableau or Qlik.
This feature effectively closes the loop of data and visualization by making master data viewable in a data
analytics dashboard, which is in turn viewable in the Web Ul. The analysis of product data is the typical focus
for users of the JDBC delivery method. For information regarding proper setup of JDBC in conjunction with
data analytics integration with the Web Ul, refer to the Analytics Using JDBC Example topic in this guide.
For additional information on JDBC data delivery, refer to the following topics:

« Exporting Data via JDBC with CSV Format in the Data Formats section of the Data Exchange
documentation

« JDBC Delivery Method in the Export Manager section of the Data Exchange guide

- JDBC Delivery Method in the OIEP Delivery Methods section of the Outbound Integration
Endpoints guide
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Audit Message Framework

Companies are increasingly using data to improve agility, deliver personalized experiences, accelerate time-to-
market, and increase customer satisfaction. The Audit Message Framework (AMF)—a powerful message
delivery solution that allows users to send configurable messages to external Cassandra or JDBC-compliant
database systems (for example, an Azure SQL cloud-based database for SaaS systems)—can help your
business achieve these objectives by exposing and extracting data in STEP that can be processed for statistical
analysis.

This data can be used to support the auditing of workflows and related data, such as helping users determine
where objects in a workflow are spending most of their time, and why conditions fail for particular objects in a
workflow. The resulting data can be analyzed and blended with data from third-party systems, via business
intelligence (BI) tools, to provide valuable insights that identify issues and improve processes. The gathering and
analysis of this data can also help improve legal compliance.

Prerequisites

To access the Audit Message Framework and functionality, the Analytics commercial license must be enabled
on your system. Contact your account manager for more information about the Analytics commercial license and
its associated components / system licenses.

Additional setup tasks and system configurations must also be performed by Stibo Systems Technical Services
and/or SaaS Operations teams. This includes installing and setting up internally required components like Kafka
and ZooKeeper and updating system properties. A private endpoint connection can be configured (by the SaaS
team) via request. Additional setup on the part of the customer may be needed. If you have the Analytics
commercial license and want to implement this solution, submit an issue within the customer support portal. The
appropriate Stibo Systems team will reach out to get the specific information needed to complete the
configuration.

About this Guide

The subtopics in this documentation section, listed below, provide an overview on how to get started with the
Audit Message Framework, along with sample JavaScript workflow auditing business actions that can be used
for entire workflows or on individual workflow transitions.

The information in the tables within the topics below are best viewed online.

o Audit Message Framework Functionality Overview
« Audit Message Framework Configuration Properties and Monitoring
o Audit Message Framework JavaScript Binds and Public JavaScript API Methods
 Audit Message Framework Example Message
« Audit Message Framework Database Data Type Mapping
« Audit Message Framework Example Database Output
« Audit Message Framework Workflow Auditing
« Auditing an Entire Workflow
o Auditing by Workflow Transition
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The Audit Message Framework is also available to users of systems with the Analytics components enabled,
which includes Web Ul access to Power Bl, Tableau, and Qlik. Refer to the Visual Integration with External
Analytics Tools section of this guide for more information.

For additional information about the JavaScript APl interface and creating JavaScript based Business Rules in
STEP, refer to the Scripting API section of the STEP APl documentation. For additional information on Audit
Message Receiver plugins, refer to the Extension API section of the STEP APl documentation. The STEP API
Documentation is available at [system]/sdk and is also accessible from the Start Page of your STEP instance.
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Audit Message Framework Functionality Overview

The Audit Message Framework uses the following features and functionality to process and send messages:

« Public JavaScript APl methods to audit and persist STEP data, including workflow status and events. The
public APl methods can be used from custom code or from within JavaScript business actions.

« A simplified messaging system to deliver data to an external database via Java Database Connectivity
(JDBC) and Cassandra.

« A public APl interface for custom extensions.

The graphic below provides a more detailed view of how the Audit Message Framework functions. A high-level
summary is as follows:

1. Business rules are executed to deliver messages asynchronously to persistence via the API

2. The out-of-the-box JDBC receiver or Cassandra receiver reads these messages from persistence

3. The messages are delivered to an external repository (i.e., another database)

Note: Though the Audit Message Framework has the capability to send messages synchronously, it is
recommended to send messages asynchronously to help minimize the performance impact on the callers of

the interface.

Asynchronous Processing

RULES DELIVER MESSAGE TO PERSISTENCE VIA API RECEIVER READS FROM PERSISTENCE, DELIVERS EXTERNALLY

WORKFLOW BUSINESS MESSAGE
APPRAL Rule  — MESSAGE — pepgicrance

One JDBC Receiver is included out of the
box. Users can build a receiver compatible
with any external persistence using the
Extension APl

Include any data
that business rules

Trigger message

High-performance
from anywhere a

persistence will not
slow rule execution

are able to access
and format

business rule can
be executed

After the information lands in the external repository, the information will likely continue its way downstream into
a Bl tool, such as Tableau or Qlik. Within these tools, users can visually digest the extracted information in the
form of graphics and charts, such as the pie chart below. This example chart details the percentage of objects in
specified workflow states at a given moment in time.
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Audit Message Framework Configuration
Properties and Monitoring

Once the Audit Message Framework (AMF) is activated and installed, several configuration properties must be
added to your sharedconfig.properties file on the STEP application server. This topic describes the most
common configurations that enable the Audit Message Receiver JDBC Delivery Plugin and the Audit
Message Receiver Cassandra Delivery Plugin, both of which ship out-of-the-box with the AMF.

Since the AMF solution provides the flexibility for users to create their own plugins, these configuration settings
are not required if a different plugin is used. Users may choose to write their own plugins if they want to deliver

messages to a location that cannot be written to via JDBC or Cassandra, e.g., directly to the file system, orto a
MongoDB database.

Audit Message Receiver JDBC Delivery Plugin Configuration
Properties

The following tables lists the configuration properties for the Audit Message Receiver JDBC Delivery Plugin and
their descriptions:

Configuration Property Description

AuditMessaging.JDBCReceiver.D | Full pathto JDBC driver jar required to connect to the JDBC
riverPath database.

AuditMessaging.JDBCReceiver.D | Name of the JDBC driver class required to connect to the JDBC
riverClass database.

AuditMessaging.JDBCReceiver.U [ URL, host name and port number, to allow access to the JDBC
RL database instance.

AuditMessaging.JDBCReceiver.U | Name of user to use when accessing JDBC database instance.
serName

AuditMessaging.JDBCReceiver.P | Password for userto use when accessing JDBC database instance.
assword

AuditMessaging.JDBCReceiver.T [ Comma-separated list of the names of database tables to insert
ableName audit messages into in JDBC database instance.

Each table name can be preceded by a topic using the format
'myTopic = myDatabaseTable.' If no topic is specified for the
database table, the name of the database table will be used as the
topic. For example, a property set to:
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Configuration Property Description

AuditMessaging.JDBCReceiver.TableName
MyTopic=MyDBTablel, MyDBTable2

will result in the topics 'MyTopic' and ‘MyDBTable2.'

Messages sent to a particular topic will be inserted into the
corresponding database table.

Valid characters for topics and table names are the ASCII
alphanumerics,'.!," ',and'-".

—

More information on this configuration and how it is used with topics
is provided in the Audit Message Framework JavaScript Binds
and Public JavaScript APl Methods topicin this guide.

Configuration Property Examples

The following is a sample configuration for a MySQL database version 8.0:

AuditMessaging.
AuditMessaging.
AuditMessaging.
AuditMessaging.
AuditMessaging.
AuditMessaging.

JDBCReceiver

JDBCReceiver.
JDBCReceiver.

JDBCReceiver

JDBCReceiver.
JDBCReceiver.

.DriverPath=C: /mysql-connector-java-8.0.12. jar
DriverClass=com.mysql.cj.jdbc.Driver
URL=jdbc:mysql://localhost:3306/sys
.UserName=user_ name

Password=password
TableName=Audit=AuditMessagesDBTable

The following is a sample configuration for an ORACLE database version 11g:

AuditMessaging.JDBCReceiver.DriverPath=E: /oracle-jar/ojdbc6. jar
AuditMessaging.JDBCReceiver.DriverClass=oracle. jdbc.driver.OracleDriver
AuditMessaging.JDBCReceiver.URL=jdbc:oracle:thin:@//66.66.66.166:1521/somedb
AuditMessaging.JDBCReceiver.UserName=user_ name
AuditMessaging.JDBCReceiver.Password=password
AuditMessaging.JDBCReceiver.TableName=WorkflowAudit=WorkflowAuditDBTable,AnotherDBTa
ble

The following is a sample configuration for an Azure SQL database version 12:

AuditMessaging.

JDBCReceiver

12.2.0.jrell. jar

AuditMessaging.

AuditMessaging.

JDBCReceiver

JDBCReceiver

aseName=AzureSQLDatabase

AuditMessaging.
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AuditMessaging.JDBCReceiver.Password=sqlpassword
AuditMessaging.JDBCReceiver.TableName=dbo.WorkflowAuditMessages,dbo.AuditFormatTest

The SQL driver used in the configuration above is available for download from this site: Microsoft SQL

documentation.

Audit Message Receiver Cassandra Delivery Plugin Configuration

Properties

The following tables lists the configuration properties for the Audit Message Receiver Cassandra Delivery Plugin

and their descriptions:

Configuration Property Description

AuditMessaging.CassandraReceive
r .KeySpaceName

Name of the keyspace namespace used for data replication.

AuditMessaging.CassandraReceive
r.DataCenter

Name of the data center you are connecting to. This is an optional
setting. If not set, the default value of 'datacenter1' will be used.

AuditMessaging.CassandraReceive
r.URL

URL, host name and port number, to allow access to the
Cassandra database instance.

AuditMessaging.CassandraReceive
r.UserName

Name of user to use when accessing the Cassandra database
instance.

AuditMessaging.CassandraReceive
r.Password

Password for user to use when accessing the Cassandra
database instance

AuditMessaging.CassandraReceive
r.TableName

Comma-separated list of the names of database tables to insert
audit messages into in the Cassandra database instance.

Each table name can be preceded by a topic using the format
'myTopic = myDatabaseTable.' If no topic is specified for the
database table, the name of the database table will be used as the
topic. For example, a property set to:

AuditMessaging.CassandraReceiver.TableName =
MyTopic=MyDBTablel, MyDBTable2

will result in the topics ‘MyTopic' and ‘MyDBTable2.'

Messages sent to a particular topic will be inserted into the
corresponding database table.
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Configuration Property Description

Valid characters for topics and table names are the ASCII

alphanumerics, "', and'-'.

More information on this configuration and how it is used with
topics is provided in the Audit Message Framework
JavaScript Binds and Public JavaScript APl Methods topic
in this guide.

Configuration Property Examples

The following is a sample configuration for a Cassandra database version 3.11.4 running locally:

AuditMessaging.CassandraReceiver.KeySpaceName=test keyspace
AuditMessaging.CassandraReceiver.URL=127.0.0.1:9042
AuditMessaging.CassandraReceiver.UserName=cassandra
AuditMessaging.CassandraReceiver.Password=cassandra
AuditMessaging.CassandraReceiver.TableName=Audit=AuditMessagesDBTable

Audit Messaging Monitoring in STEP System Administration

Two sensors are available in the Admin Portal to help with monitoring of the Audit Messaging Framework. These
sensors are located in the Admin Portal on the Monitoring tab under Additional Links > Sensors > Sensors for
external monitoring.

The Admin Portal is accessed by clicking the STEP System Administration link on your Start Page. For more
information on the Admin Portal, refer to the Administration Portal documentation.
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Audit Message Framework JavaScript Binds and
Public JavaScript APl Methods

The Audit Messaging Framework solution comes with two out-of-the box Audit Message Receiver plugins.
These plugins listen for messages based on one or more topics, then output these messages to either an
external JDBC-compliant or Cassandra database.

Two JavaScript binds are used to enable the business rules used to send messages within the Audit Message
Framework—Audit Message Home and Audit Message Topic. These binds are located within the Audit
category for 'Execute JavaScript' business actions.

Edit Binds Audit Message Home _

Current Object
| STEP Manager
| Lagger

ariable name

|audit|—|ume

X X

S |

topic
| Approval b

Add Bind Accete ,

Audit Audit Message Home
Configuration Audit Message Topic

Current Ermnail | oK || Cancel |
Data Objects >

These binds provide access to several JavaScript APl methods, which are described in the below table:

JavaScript JavaScript API Method Description
API Bind Methods Used for

Each Bind
Audit getTopicBylD Gets the Audit Message Topic ID that the receiver plugin will subscribe
Message to. Returns null if there are no Audit Message Receiver plugins
Home registered to receive this Audit Message Topic.
Audit sendMessage Sends an audit message to an Audit Message Topic synchronously. If
Message any errors occur with the send, a RuntimeException will be thrown.
Topic

Note: As the message will be sent synchronously, it will wait for the
message to be sent to the message queue successfully before
returning the success code.

sendMessageAsync | Sends an audit message to an Audit Message Topic asynchronously. If
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JavaScript JavaScript API Method Description
API Bind Methods Used for

Each Bind

any errors occur with the message send, error information will be
written to the step.0.log, but the message will be lost.

Note: This is the recommended call, which helps minimize the
performance impact on the callers of the interface.

getTopiclD Gets the Audit Message Topic ID.

Topics

Topics (also referred to as Audit Message Topics) are different queues within the message framework that
enable the system to route and process messages dependent on their origin, i.e., messages from different topics
could be written to different locations and have different content. Topics are defined by (and subsequently
subscribed to by) the Audit Message Receiver plugins, which can handle the messages as desired. The list of
topics is generated by the Audit Message Receiver plugins installed on the system.

When used with the out-of-the-box Audit Message Receiver plugins, a topic is a message queue that
corresponds to a table in the receiving JDBC-compliant or Cassandra database into which user-specified audit
message(s) / analytics data will be written.

Note: Messages can be written to different tables within a single database when using the out-of-the-box
Audit Message Receiver Delivery Plugins. Functionality is not supported to write messages to multiple
databases of the same kind.

An Audit Message Receiver plugin can define multiple topics that it is interested in, and multiple Audit Message
Receiver plugins can define the same topic if they so choose. Messages for a particular topic will be delivered to
all plugins that subscribe to that topic.

When configuring business rules for the Audit Message Framework, the sendMessage and
sendMessageAsync methods are available by binding directly to a particular topic. Topics are selected from the
Parameters dropdown list of the Audit Message Topic bind.

When using the Audit Message Receiver JDBC Delivery Plugin, to add topics to the Parameters dropdown, they
must be specified in the sharedconfig.properties file in the Audi tMessaging. JDBCReceiver.TableName
property. When using the Audit Message Receiver Cassandra Delivery Plugin, the
AuditMessaging.CassandraReceiver.TableName property must be used.

Refer to the Audit Message Framework Configuration Properties and Monitoring topic for more
information on how to configure these properties.
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Edit Binds
Variable name Binds to Parameters
auditMessageHome |.ﬁ.udit Message Home 1II'| ry
topic |Audit Message Topic | | WORKFLOWAUDITMESSAGES w| (™
HI} Add Bind RAMSITIOMMESSAGES

WORKFLOWALIDITMESSAGES

K Cancel
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Audit Message Framework Example Message

To send an audit message, it is necessary to either create a JavaScript bind to an audit message topic or to find
an audit message topic via the API. For more information on these binds and topics, refer to the Audit Message
Framework JavaScript Binds and Public JavaScript APl Methods topic.

Once a connection has been made to a topic, a JSON structure object must be created, which maps JSON field
values to database table record values.

The functionality for both the Audit Message Receiver JDBC Delivery Plugin and the Audit Message Receiver
Cassandra Delivery Plugin are the same. The following screenshot shows an example message for the Audit
Message Receiver JDBC Delivery Plugin receiver:

Edit Operaticn

I Eweoute JawaSoipt =
Binds: § Binds

Variable name Binds to >
node Current Object

W

manager STEP Manager

workflow Current Workflow

transitionEvaluation Transition Evaluation

by

Messages: ' Messages
|variable name > |Message

hy

JavaSaipt: | 1 |/ Workflow Audit Action version 1.6. Junme 2819, Component audit-messaging
2 // NOTE: A bind must be made to the relevant audit messaging topic for this te produce an
3 wvar nodeID = node.getID();
4 wvar userID = manager.getCurrentUser().getID();
5 wvar workflowID = workflow.getID();
7 wvar event = transitionEvaluation.getEwvent();

2 wvar eventID = null;

9 if (event != null) {
10 eventID = event.getID();
1}

13 wvar transitionMessage = transitionEvaluation.getMessage();
14 war transitionRejected = transitionEwvaluation.isRejected();
15 wvar resultMessages = transitionEvaluation.getResultMessages();

17 if (resultMessages.size() === @) {

13 var concatenatedResults =

19 } else {

20 var concatenatedResults = "Evaluation Results (" + resultMessages.size() + "): "3

21 |}

23 wvar resultMessagelter = resultMessages.iterator();

24 while (resultMessagelter.hasMext()) {

25 concatenatedResults = concatenatedResults + resultMessageIter.next() + "; ";
26}

Edit externally

Save Test JavaScript Cancel
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This business action, Workflow Audit Action (ID = AuditMessaging.WorkflowAuditAction), will automatically be
created within your STEP system when the add-on component associated with the Analytics commercial license
is installed. The full script is as follows:

1 // Workflow Audit Action version 1.0. June 2019, Component audit-messaging

N

// NOTE: A bind must be made to the relevant audit messaging topic for this to produce an
audit message, see at bottom of script

var nodeID = node.getID();
var userID = manager.getCurrentUser().getID();

var workflowID = workflow.getID();

var event = transitionEvaluation.getEvent();
var eventID = null;
if (event != null) {

eventID = event.getID();

var transitionMessage = transitionEvaluation.getMessage();

var transitionRejected = transitionEvaluation.isRejected();

var resultMessages = transitionEvaluation.getResultMessages();

if (resultMessages.size() === 0) {

var concatenatedResults

null;

} else {

var concatenatedResults

"Evaluation Results (" + resultMessages.size() + "): ";

NN RPN ON OR OFR N OFR R AR WK MNMRPER PR OFR OV 0N O UV b~ W
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var resultMessageIter = resultMessages.iterator();
while (resultMessageIter.hasNext()) {

concatenatedResults = concatenatedResults + resultMessageIter.next() + "; ";

var sourceState = transitionEvaluation.getSource();

var sourceStateID = null;

if (sourceState) {

sourceStateID = sourceState.getID();

var targetState = transitionEvaluation.getTarget();

var targetStateID = null;

if (targetState) {

targetStateID = targetState.getID();

var logTime = new Date().getTime();

// When using the Audit Message Receiver JIDBC Delivery Plugin, the default behaviour when
processing

N B R B O P VLW OWNWOWUVIW AW WWDNWRWOW WOBLNUOGDONNSNNDNDONDNDUDNDPBA_DNWN
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// messages is to "insert" each message into the database (i.e. create a new database
entry for each

// message). If you wish to "upsert" messages (i.e. if a message with a matching ID
exists, update

// the entry, otherwise create a new database entry), the audit message should contain a
field with

// the Rey " _ID". For example, the field could be set to be a combination of the nodeID
and worRflowID.

//

// var auditObject = {

// " ID": "" + nodeID + "_" + workRflowID,

/7

/7 }

var auditObject = {

"nodeID": "" + nodelD,

"workflowID": "" + workflowID,

"userID": + userlID,
"logTime": logTime,

"transition": {

"eventID": "" + eventlID,
"submitMessage": "" + transitionMessage,
"sourceStateID": "" + sourceStatelD,
"targetStateID": "" + targetStatelD,

"isRejected": transitionRejected,

NGO PO OO VLUI 00UV NUT OVl LTy A U1 WUL DNV R U1 OV W 0 NP O, A AP wap
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"rejectionMessages": + concatenatedResults

};

var auditMessage = JSON.stringify(auditObject);

// Send audit message to the audit message frameworkR. A bind will have to be made to a

// topic of an audit message receiver plugin.

//topic.sendMessageAsync (auditMessage)

W N NN PN ON VO 00 NO OO O O WO

The topic is configured via the AuditMessaging. JDBCReceiver . TableName setting to map to the table called
AUDIT_MESSAGESZ2. This external database table is shown in the screenshot below, which shows the view of
a database query in a third-party SQL client. For information about this configuration, refer to the Audit
Message Framework Configuration Properties and Monitoring topic.
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EH|:; 'ﬁﬁ |@| @lUmﬁtu'lﬂﬂﬂmws -

1 ® describe audit_messages2;

L4
| Result Grid | [H Fiter Rows: | || Export: Eg | wrap Coll Content:
Field Type Mull Key Default Extra
b |nodelD varchar(255)  YES
workflowID varchar(255) YES L
transition_submitMessage  warchar(255) YES
transition_sourceStateID  warchar(255)  YES
transition_targetstatelD varchar(255) YES
logTime timestamp YES
rejectMessage varchar(255) YES
transition_eventID int{20) YES
startDate datetime YES
insertDate date YES L
Cases double YES
condValue tinyint(1) YES
insertTime datetime YES
shortText varchar(5) YES
hourlyRate decmal(2,2)  YES
bigMumber bigint({20) YES
floattest float YES
Result1 =
Du‘tpu‘t s st
|:—|T| Action Output -
# Time Action

(] 1 12:22:20 descrbe audit_messages2

For additional information about mapping JSON field names to database column names in AMF, refer to the next
topicin this guide, Audit Message Framework Database Data Type Mapping.
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Audit Message Framework Database Data Type
Mapping

The Audit Message Framework supports two types of database mapping, one for each of the supported
integration plugins—the Audit Message Receiver JDBC Delivery Plugin for JDBC-compliant databases
(such as Oracle, MySQL, Azure SQL) and the Audit Message Receiver Cassandra Delivery Plugin for
Cassandra databases. This topic outlines the mapping of these data types for both plugins.

JDBC Database Data Type Mapping

When sending JSON-formatted messages from STEP to an external JDBC-compliant database, the table field
names in STEP are directly mapped to the database column names in the external database, ignoring case. A
JSON field that is part of a JSON obiject has its parent name prepended to its name with an additional '
character. So, for example, in the JavaScript, the JSON field 'sourceStatelD' will be exactly mapped to a table
column named 'transition_sourceStatelD'. The JSON field value will be inserted in the matching table column
value if a type match can be made. If a match cannot be made, a warning message is written to the STEP log.

The following type conversions are supported for JDBC database mapping:

Database = Mapping

Field Type

BIGINT Field value can be a String, Integer, or Long. If a String, it is assumed to be a Long number
value.

BIT Field value can be a String or a Boolean. If a Boolean, the field is set to 1 (true) or O (false). If a

String, it is assumed to be either the text 'true’ or the text 'false.’

BOOLEAN Field value can be a String or a Boolean. If a String, it is assumed to be either the text 'true' or
the text 'false.’

DATE Field value can be a String and is assumed to adhere to the date format standard ISO_DATE.

DECIMAL Field value can be a String or a Double. If a String, it is assumed to be a Double number value.

DOUBLE Field value can be a String or a Double. If a String, it is assumed to be a Double number value.

FLOAT Field value can be a String or a Float. If a String, it is assumed to be a Float number value.

INTEGER Field value can be a String or an Integer. If a String, it is assumed to be an Integer number
value.
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Database Mapping

Field Type
REAL Field value can be a String or a Double. If a String, it is assumed to be a Double number value.
TIME Field value can be a String, Integer, or Long. If an Integer or Long, it is assumed to be the

number of milliseconds since January 1, 1970. If a String, it is assumed to adhere to the date
format standard ISO_DATE_TIME.

TIMESTAMP | Field value can be a String, Integer, or Long. If an Integer or a Long, it is assumed to be the
number of milliseconds since the January 1, 1970. If a String, it is first assumed to be a Long
value representing the number of seconds since January 1, 1970. If not, then it is assumed to
be a date String adhering to the date format standard ISO_LOCAL_DATE_FORMAT.

VARCHAR Field value must be a String.

JDBC Database Record Updating

For JDBC messages, the target system is checked for a field called MD_ID for Oracle databases and _ID for
non-Oracle databases, which is assumed to be the key field. If a database column name and a JSON field name
both exist that matches this, then the first search is for a record in the table with the matching JSON field value. If
a match is found, then the record is updated and the audit message is inserted into the target database.

Cassandra Database Data Type Mapping

If sending a message to a Cassandra database, the JSON field values are mapped as follows. The first column
contains the name of the Cassandra data type.

Database = Mapping

Field Type

ASCII Field value must be a String.

BIGINT Field value can be a String, Integer, or Long. If a String, it is assumed to be a Long number
value.

BOOLEAN Field value can be a String or a Boolean. If a String, it is assumed to be either the text 'true’ or

the text 'false.

DATE Field value must be a String, which is assumed to follow the ISO_DATE format.
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DECIMAL Field value can be a String or a Double. If a String, it is assumed to be a Double number value.

DOUBLE Field value can be a String or a Double. If a String, it is assumed to be a Double number value.

FLOAT Field value can be a String, Double, or Float. If a String, it is assumed to be a Float number
value.

INET Field value must be a String, which is assumed to be a hostname.

INT Field value can be a String or an Integer. If a String, it is assumed to be an Integer value.

SMALLINT Field value can be a String or an Integer. If a String, it is assumed to be a Short.

TEXT Field value must be a String.

TIME Field value can be a String, Integer, or Long. If a String, it is assumed to be a time in HH:mm:ss
format. If a number, then it is assumed to be the number of milliseconds since midnight.

TIMESTAMP | Field value can be a String, Integer, or Long. If a String, then itis assumed to be a Long. The
value is the number of milliseconds since January 1, 1970.

TINYINT Field value can be a String, Boolean, or Integer. If a Boolean, the field is either set to 1 (true) or
0 (false). If a String, it is assumed to be either the text 'true’ or the text 'false.'

VARINT Field value can be a String, Integer, or Long. If a String, then it is assumed to be a BigInteger

value.

Cassandra Database Record Updating

For Cassandra messages, messages are always inserted and rely on the database providing the update or
insert functionality. This can be achieved by making a column a primary key, in which case the database will
always update rather than insert if it finds a matching record value. To always insert, create a primary key using a
UUID or TIMEUUID data type. These always create new unique values and do not provide a matching JSON

field value.
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UPSERT Functionality for JDBC Database Tables

When using the Audit Message Receiver JDBC Delivery Plugin, the default behavior when processing
messages is to insert each message into the database as a new database entry. An alternative is to 'upsert'
messages by using the UPSERT command, which allows for existing records to be overwritten if it is determined
that a record for the same object has already been written. This feature can help reduce the maintenance and
manipulation required to update and obtain the latest status for a dataset that is being queried; for example, to
obtain a simple status of workflows.

To support UPSERT, an'_ID' field (for non-Oracle databases) or 'MD_ID' (for Oracle databases) must be added
to the JSSON message that is sent from STEP to downstream systems. To enable the field, the corresponding
table in the users' external database must also have an _ID / MD_ID column defined. When processing an audit
message, the external database table will be checked for a record with the same _ID /MD_ID field value as the
new audit message. If a match is found, the record is updated; otherwise a new record is created.

As an example, the field in the outgoing message that contains the ' _ID' key could be set to be a combination of
the nodelD and workflowID:

var auditObject = {
" _ID": "" + nodeID + "_" + workflowID,

Note: As indicated above, the update column is called MD _ID for an ORACLE database and _ID for a non-
ORACLE database. The _ID /MD_ID column must also be indexed in the external database to make it
searchable, since the system searches existing records before making the decision to insert a new record or
overwrite an existing one. Once a record is overwritten, the log timestamp can be used to determine if the
record is old or new.
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Audit Message Framework Example Database
Output

The out-of-the-box Audit Message Receiver JDBC Delivery Plugin maps JSON fields to column values in an
external database via a JDBC interface. The messages sent via the sendMessage interfaces for topics to which
the plugin subscribes are assumed to be a stringified JSON structure (i.e., a JSON structure converted to a
string). When the plugin receives a message, it will be converted back to a JSON structure and processed (in this
case, written to a database via JDBC).

Below is an example output of audit messages sent to an external Oracle database table. Multiple target tables
are supported. Mapping from the database tables within STEP to the external database is performed by JSON
object Key:Value mapping to these database table columns.

& workFLowaupTMessages [

Cnlumns Data Model | cnnatramm | Grantf. | Statistics | Triggers | Flashback | Dependencies | Details | Partitions | Indexes |SQL

A EE XS 8 sort. Filter:
{NODEID  |{ WORKFLOWID| TRANSL..{ TRANSL... | TRANSIT... LOGTIME | MESSAGE | ASSIGNEE | | DEADLINE

76 Salesltem-583136 USERZ Workflow Proceed Enrich Marketing  14-WOV-18 SUCCESS: Enter... Super wser Mon MNov 19
77 SalesItem-583127 USERZ Workflow Proceed Enrich Marketing  14-NQV-18 SUCCESS: Enter... Super wser Mon MNov 19
78 SalesItem-583112 USER2 Workflow Proceed Enrich Marketing  14-NOV-18 SUCCESS: Enter... Super wuser Mon Mov 19
79 SalesItem-583118 USERZ Workflow Proceed Enrich Marketing 14-NOV=-18 SUCCESS: Enter... Super user Mon Nov 19
80 SalesItem-583104 USERZ Workflow Proceed Enrich Marketing  14-NOV-18 SUCCESS: Enter... Super user Mon Mov 19

81 SalesItem-516762 USERZ Workflow Proceed Enrich Marketing  14-MNOV-18 SUCCESS: Enter... Super user Mon Mov 19

82 Salesltem-2410873 USERZ wWorkflow Proceed Enrich Marketing  14-MOV-18 ERROR: Conditi... (null) (null)
83 Salesltem-105238 USERZ wWorkflow Proceed Enrich Marketing  14-MOV-18 ERROR: Conditi... (null) (null)
84 Salesltem-383171 USERZ Workflow Proceed Enrich Marketing  14-MNOV-18 ERROR: Conditi... (null) (null)

85 Salesltem-583164 USERZ Workflow FProceed Enrich Marketing  14-NOV-18 SUCCESS: Enter,.. Super wuser Mon MNov 19
86 SalesItem-583168 USERZ Workflow Proceed Enrich Marketing 14-NOV-18 SUCCESS: Enter,.. Super user Mon MNov 19
87 SalesItem-583152 USERZ wWorkflow Proceed Enrich Marketing  14-MOV-18 SUCCESS: Enter... Super user Mon Mov 19
88 SalesItem-583135 USERZ wWorkflow Proceed Enrich Marketing  14-MNOV-18 SUCCESS: Enter... Super user Mon Mov 19
89 SalesItem-583128 USER2 wWorkflow Proceed Enrich Marketing  14-MNOV-18 SUCCESS: Enter... Super user Mon Mov 19
90 SalesItem-583115 USERZ Workflow Proceed Enrich Marketing  14-MNOV-18 SUCCESS: Enter... Super user Mon Mov 19

91 SalesItem-583118 USERZ Workflow Proceed Marketing Verify 14-M0V-18  SUCCESS: Enter... Super wser (null)
92 Salesltem-383112 USERZ Workflow Proceed Marketing Verify 14-M0V-18 SUCCESS: Enter... Super wser (null)
93 SalesItem-583136 USERZ Workflow Proceed Marketing WVerify 14-MNOV-18 SUCCESS: Enter... Super user (null)
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Audit Message Framework Workflow Auditing

By using the Audit Message Topic bind, JavaScript business rules can be applied to entire workflows or to
individual workflow transitions to send audit messages. The JavaScript creates a JSON message object and
uses the bind's APl sendMessageAsync method. The JSON message is received and handled by the plugin
associated with a specific topic. The examples in this guide use the out-of-the-box Audit Message Receiver
JDBC database delivery plugin, but the functionality is the same when using the Audit Message Receiver
Cassandra database delivery plugin.

Note: The JSON message format is required for both the Audit Message Receiver JDBC Delivery plugin
and Audit Message Receiver Cassandra Delivery plugin. A custom plugin could handle messages in an
entirely different format if desired (e.g., a comma separated list).

The topics in this documentation section provide configuration instructions and sample JavaScript code for
auditing workflows both at the workflow-wide level and at the individual transition level:

« The Auditing an Entire Workflow topic provides information about the default "Workflow Audit Action'
business action that is automatically created in STEP when the Audit Message Framework component is
activated on your system.

« The Auditing by Workflow Transition topic provides two sample audit message business actions that can
be used to audit individual workflow transitions. One example captures information about a workflow
business condition failure, and the second captures a workflow state 'on entry' audit message.
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Auditing an Entire Workflow

To audit an entire workflow using one single business action, a workflow-wide audit message business action
can be applied, enabling the action to be evaluated and log messages for every transition within the workflow.
When using a workflow-wide action, there is no need to apply an audit action to each transition individually,
which can be a time-consuming task when configuring complicated workflows.

When the Audit Message Framework component is activated on your system, an audit message business
action, Workflow Audit Action (ID = AuditMessaging.WorkflowAuditAction), is created in System Setup under
the 'Global Business Rules' folder in the "Workflow Auditing' subfolder. This business action contains JavaScript
code that can be used to enable analytics for any workflow out of the box.

Note: If a business action with the ID 'AuditMessaging.WorkflowAuditAction' already exists on your system,
the action will not be moved to the 'Workflow Auditing' subfolder upon installation of the Audit Message
Framework. The action will be kept where it is.

System Setup

Event Processars

bal Business Rules

Business Function
Conditions

Applying an Audit Message Business Action to an Entire Workflow

Workflow-wide audit message business actions are assigned to workflows on a workflow-by-workflow basis. To
apply a workflow-wide audit message business action:

1. Navigate to the relevant workflow in System Setup, then right-click and select Edit Workflow.
2. Inthe STEP Workflow Designer, click Edit > Edit Audit Action.
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S5TEP Workflow Designer - ltemnEnrich

File Edit View
Wor q Undo tem Enrich (temEnrich) &
ID ¥ Redo
[an % Cut
Wor Copy
Sam [ paste ([ meaee )
|
¥ Delete Subrmit _
| Re-Submit
Enrich ]
Select Mone
T Reject .
B Edit Workbench Views and Mappings o
y Localize State Mames and Events nd
Final |
Edit Event Mandatory Settings
Edit Audit Action

3. Clicking 'Edit Audit Action' displays the Audit Action Editor dialog. Click the ellipsis button (|...|) to select the
desired audit message business action. In this example, the out-of-the-box "Workflow Audit Action' business

action is shown.

Audit Action Editor

Set Audit Action

Business Action | Workflow Audit Action (AuditMessaging. WorkflowauditAction)

Save

*

Cancel

4. Click Save to apply the audit action to the workflow.

Workflow Audit Action Transition Evaluation

Once applied, the default audit message business action is automatically triggered for each workflow transition
and runs during the evaluation phase of transitions, i.e., it is run after the transitions have been evaluated. This
ensures access to the reject message(s) before any transition-local actions. The action also runs on the
transition going into the initial state of the workflow, sending an audit message when an object enters the

workflow.
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Sample Audited Workflow

In the following example workflow, there are the 'Proceed’ transitions, each going to a different state. When the
user selects to Proceed, the transitions are evaluated in the following order: Proceed (State 1), Proceed (State
2), and Proceed (State 3). Each transition is evaluated until one is found that passes the transition conditions.
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If all three Proceed transitions are evaluated to be rejected, the Workflow Audit Action will run once and will
include information that the transition evaluation was rejected, along with the rejection messages from all three
Proceed transitions.

If one of the Proceed transitions is evaluated to be accepted, the Workflow Audit Action will run once and will
include information that the transition evaluation was successful.

Important: The Workflow Audit Action should never be used to attempt to make changes to data. Any
changes made data in the Workflow Audit Action are rolled back if the evaluated transition is rejected. Audit
Messages are sent whether the transition is rejected or not.
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Workflow Audit Action JavaScript Code

The following screenshot shows a portion of the JavaScript code for the out-of-the-box Workflow Audit Action
business action. The highlighted section of the code is what builds the JSON object that is sent as the audit
message. The JSON message is received and handled by the plugin associated with a specific topic; in this case,
the Audit Message Receiver JDBC database delivery plugin.

The code in its entirety is provided after the screenshot.

Important: The Workflow Audit Action will not work directly out of the box; a bind must be made to the
relevant audit messaging topic in the external JDBC database table before this action can produce an audit
message. Refer to the Audit Message Framework JavaScript Binds and Public JavaScript API
Methods topic for more details on Audit Message Framework binds.
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[ Eweoute JavaSoipt =

Binds:

Script

var
var
var

var

' Binds

Variable name » [Binds to »
node Current Ohject

manager STEP Manager

workflow Current Workflow

transitionEvaluation Transition Evaluation

A3

Messages: 7 Messages

|'u'ariab|e name * |Message

> I'Franslaﬁons

JavaSoipt: |34 war targetState = transiticnEvaluation.getTarget();

35 wvar targetStateID = null;

36 if (targetState) {

37 targetStateIDl = targetState.getID();

33}

40 war logTime = new Date().getTime();

41

42 | var auditObject = {

43 "nodeID”: "" + nodelD,

44 "workflowID": "" + workflowID,

45 "wserID": "" + userID,

4 "logTime™: logTime,

47 "transition™: {

48 "eventID": "" + ewentID,

4% "submitMessage": "" + transitionMessage,

50 "sourcesStateID": "" + sourcestatelD,

51 "targetStateID": "" + targetStateID,

52 "isRejected": transitionRejected,

53 “rejectionMessages”: "" + concatenatedResults

54 1

35 1

26

57| var auditMessage = JSOM.stringify(auditObject);
L4

Edit externally

nodeID = node.getID() ;
userID = manager.getCurrentUser () .getID() ;
workflowID = workflow.getID() ;

event = transitionEvaluation.getEvent() ;

© Stibo Systems - Internal - Release 2023.3 (11.3) - September 2023

106



|STIBOSYSTEMS

e MASTER DATA MANAGEMEMNT

var eventID = null;
if (event '= null) {
eventID = event.getID() ;

var transitionMessage = transitionEvaluation.getMessage() ;
var transitionRejected = transitionEvaluation.isRejected() ;
var resultMessages = transitionEvaluation.getResultMessages() ;

if (resultMessages.size() === 0) {
var concatenatedResults = null;
} else {
var concatenatedResults = "Evaluation Results (" + resultMessages.size() + "): ";

var resultMessagelter = resultMessages.iterator();
while (resultMessageIter.hasNext()) ({
concatenatedResults = concatenatedResults + resultMessagelter.next() + "; ";

var sourceState = transitionEvaluation.getSource() ;
var sourceStateID = null;
if (sourceState) {

sourceStateID = sourceState.getID() ;

var targetState = transitionEvaluation.getTarget() ;
var targetStateID = null;
if (targetState) {

targetStateID = targetState.getID() ;

var logTime = new Date () .getTime() ;

// var auditObject = {

// " ID": "" + nodeID + "_" + workflowID,
//
// '}
var auditObject = ({
"nodeID": "" + nodelID,
"workflowID": "" + workflowID,
"userID": "" 4+ userID,

"logTime": logTime,

"transition": {
"eventID": "" 4+ eventID,
"submitMessage": "" + transitionMessage,
"sourceStateID": "" + sourceStatelD,
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"targetStateID": "" + targetStatelD,
"isRejected": transitionRejected,
"rejectionMessages": "" + concatenatedResults

b g

var auditMessage = JSON.stringify (auditObject) ;

© Stibo Systems - Internal - Release 2023.3 (11.3) - September 2023 108



|STIBOSYSTEMS

e MASTER DATA MANAGEMEMNT

Auditing by Workflow Transition

An alternative to auditing an entire workflow with a single default audit messaging business action is to audit
workflows at the transition level. Audit business actions can be used on individual transitions instead of or in
addition to a default workflow-wide business action. If used in addition to a default auditing business action, the
actions applied at the transition level will be evaluated after the workflow-default rule.

The Audit Message Topic bind can be used to send messages like the two following examples, each of which
creates a JSON message object and uses the bind's APl sendMessageAsync method. The JSON message is
received and handled by the plugin associated with a specific topic; in this case, the out-of-the-box Audit
Message Receiver JDBC database delivery plugin.

Note: The sample business actions in this topic are not automatically created in your system upon activation
of the Audit Message Framework component. Additionally, the provided JavaScript may need alterations to
conform to your specific business requirements.

Sample JavaScript for a Workflow Business Condition Failure

The following script sends an audit message if a condition in a workflow fails:
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Edit Operation

[ Eweoute JavaSoipt =
Binds: ¢ Binds
Variable name > |Binds to » [Parameter
auditMessageHome Audit Message Home
topic Audit Message Topic WORKFLOWALDITMESSAGES
node Current Elbject
manager STEP Manager
workflow Current Workflow
transition Current Transition
parameters Workflow Parameters
attribute Attribute
Messages: ¥ Messages
|'u'ariab|e name > |Message » |'
JavaScipt: | o2 var logTime = new Date().getTime();
33 var rejectMessage = "Condition failed because " + attribute.getI
34
35 A Build JSON object for message
36 var auditObject = {
37 "nodeID™: "™ + nodeID,
33 "workflowID": ™" + workflowID,
34 "transition™: {
40 "eventID": "™ + eventID,
i1 "submitMessage™: "" + transitionMessage,
42 "sourcestateID™: ™" + sourceStatelID,
43 "targetStateID": "" + targetStateID
44 1,
45 "logTime™: logTime,
ig "rejectMessage” : rejectMessage
47 15
43
49 var auditMessage = JSON.stringify(auditObject);
50
51 A7 Send the gudit messaoge to the oudit message fromework
52 topic.sendMessageAsync (auditMessage);
53 return Ttalse;
54}
Edit externally

Script

var attributeValue = node.getValue (attribute.getID()) .getSimpleValue() ;
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if (attributeValue) {
// Attribute has a value. Everything is OK.
return true;
} else {
// Attribute does not have a value. Log the transition as failed.
var nodeID = node.getID() ;
var userID = manager.getCurrentUser () .getID() ;
var workflowID = workflow.getID() ;

var event = transition.getEvent() ;
var eventID = null;
if (event != null) {

eventID = event.getID() ;

var transitionMessage = transition.getMessage() ;

var sourceState = transition.getSource() ;
var sourceStateID = null;
if (sourceState) {

sourceStateID = sourceState.getID() ;

var targetState = transition.getTarget() ;
var targetStateID = null;
if (targetState) {

targetStateID = targetState.getID();

var logTime = new Date() .getTime() ;
var rejectMessage = "Condition failed because " + attribute.getID() + " does not
have a value";

// Build JSON object for message
var auditObject = ({

"nodeID": "" + nodelD,

"workflowID": "" + workflowID,

"transition": {
"eventID": "" + eventID,
"submitMessage": "" + transitionMessage,
"sourceStateID": "" + sourceStatelID,
"targetStateID": "" + targetStateID

b,
"logTime": logTime,
"rejectMessage" : rejectMessage
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var auditMessage = JSON.stringify (auditObject) ;

// Send the audit message to the audit message framework
topic.sendMessageAsync (auditMessage) ;
return false;

}

Sample JavaScript for a Workflow State On Entry Audit Message

The following script sends an audit message when a specified object enters a specified workflow state:
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Edit Operation

[ Eweoute JavaSoipt =

Binds: ¢ Binds
Varigble name * |Binds to > |Parameter
topic Audit Message Topic WORKFLOWALIDITMESSAGES
node Current Object
manager STEP Manager
workflow Current Workflow
transition Current Transition
parameters Workflow Parameters
attribute Attribute
&l
Messages: ¢ Messages
Variable name > |Message > [Translatic
]
JavaSaipt: |31 taskAssigneelD = task.getfssignee().getID();
32 taskEntryTime = task.getEntryTime();
33 taskDeadline = task.getDeadline();
34}
35
36|/ Build JS0ON object for message
37 |var auditObject = {
38 "nodeIDd™: "" + nodeID,
34 "workflowID": "" + workflowID,
40 "userID": "" + userID,
41 "transition™: {
42 "eventID": "" + eventID,
43 "submitMessage”: "" + transitionMessage,
44 "sourcestateID™: "™ + sourceStatelID,
45 "targetStateID”: "" + targetStatelD
16 i
47 "task™: {
48 "assigneeID": "™ + taskAssigneelD,
49 "eptryTime": "" + taskEntryTime,
50 "deadline™: "" + taskDeadline
51 }
32t
e}
54 Jvar auditMessage = JSON.stringify(auditObject);
a5
56 |/ 3end the audit messoge to the oudit message fromework
57 | topic.sendMessageAsync(auditMessage);

Edit externally
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Script

var nodeID = node.getID() ;
var userID = manager.getCurrentUser () .getID() ;
var workflowID = workflow.getID() ;

var event = transition.getEvent() ;
var eventID = null;
if (event '= null) {

eventID = event.getID() ;

var transitionMessage = transition.getMessage() ;

var sourceState = transition.getSource() ;
var sourceStateID = null;
if (sourceState) {

sourceStateID = sourceState.getID() ;

var targetState = transition.getTarget() ;
var targetStateID = null;
if (targetState) {

targetStateID = targetState.getID() ;

var taskAssigneeID = null;
var taskEntryTime = null;
var taskDeadline = null;

var task = node.getTaskByID (workflow.getID(), targetState.getID())
if (task) {
taskAssigneelID = task.getAssignee () .getID() ;
taskEntryTime = task.getEntryTime () ;
taskDeadline = task.getDeadline() ;
}
// Build JSON object for message
var auditObject = {

"nodeID": "" + nodelD,

"workflowID": "" + workflowID,

"userID": "" + userID,

"transition": {
"eventID": "" + eventID,
"submitMessage": "" + transitionMessage,
"sourceStateID": "" + sourceStatelD,
"targetStateID": "" + targetStatelID
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"task": {
"assigneeID": "" + taskAssigneelD,
"entryTime": "" + taskEntryTime,
"deadline": "" + taskDeadline

}i
var auditMessage = JSON.stringify (auditObject) ;

// Send the audit message to the audit message framework
topic.sendMessageAsync (auditMessage) ;
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Analytics using JDBC Example

One of the prime uses cases for deploying JDBC as a method of delivering data from STEP to a database is to
populate dashboards for data analytics tools like Tableau and Qlik. To aid proper setup of a STEP integration
with data analytics that makes use of the JDBC method, a use case specific to data analytics integrations is
described below. For more information on setting up a Tableau or Qlik analytics integration in the Web Ul, refer
to the Visual Integration with Tableau or Qlik topic in this guide.

One common approach to configuring data analytics dashboards is to enable display of historical data. As an
example, a user has configured a Tableau dashboard to display regional sales data for a specific product. For
this user, displaying sales figures for that same product a year ago, or two years ago, would greatly enhance the
utility of the dashboard. The way to enable display of historical data using the JDBC method of delivering data is
done in the mapping step of the Export Manager and outbound integration endpoint (OIEP).

To implement this users will need to:

« Install required drivers for JDBC
« Configure properties in the sharedconfig.properties file
» Select format of CSV, using the required settings

These steps are described in detail in the Exporting Data via JDBC with CSV Format topic in the Data
Exchange documentation.

The following steps, which are described in detail in the text below, are specific to this use case:
« Map Data to include the required action field and calculated attribute for date / time

« Select Delivery Method of JDBC, using the necessary settings

Map Data
With this example, data will be published to a table ('stepdata’) that has the following layout:

| stepdata v
id VARCHAR[40)

& datetime DATETIME

2 ean VARCHAR(2D)

& description VARCHAR(50)

The table has the potential to contain multiple rows representing the same object, and the 'datetime' column will
hold information about the latest STEP revision date. This can be achieved with a calculated attribute, mapped in
the export configuration as described below. For more information on calculated attributes, refer to the
Calculated Attributes topic in the System Setup.
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Below is an example of an 'upsert' action in the Map Data step for the external database table shown above. This
setup will direct the process to look for four configured attributes (ID, DATETIME, EAN, and Consumer Short
Description) in the destination database table, and either insert the object (if not found), or update the object (if
found):

Map Data
..... <ID> Exports data in a character separated format with one product per line.
----- <MName >
----- <Parent D> § Column (5 mapped)
----- =0hbject Type Name = & “Upsert” w |4
----- <Product-Override Child ID =
..... <[5 deleted = |} Header | “action” % >
----- "Constant Yalue™
Value|"upsert” -
----- <Page Number = |} % -
- Select Attribute
#-Classifications [> Header "id @ X
¥ ]
E-Index Words [ [value| <ID> ID | |
[+-Product Classification Links -
(+)-Product References @ Last Edited value and unit |
[+-Asset References
[+-Classification References [> Header “datetime % |X
[#l-Entity References [ \Value |Last Edited Value and unit oy
[#-5TEP Workflow Task Info .
- Multi level References © EAN Value and unit |
--Multi level Parent attributes
----- Insert Referenced Objects |> Header | “ean '%' Pl
E-Custom Attributes [ \Value EAN Value and unit |
[#-System Setup -
2 Consumer Short Description Yalue and unit || ||
[+ Header “description” =TI
|} Value | Consumer Short Description Value and unit % >

« The column headers in the exported CSV file must match the table column headers in the destination
database. Map a constant value on the Header row for each mapped object to supply the external database
table column header. For example, notice that the external table has a row named 'description' but is mapped
to the STEP attribute 'Consumer Short Description.' The header parameter is used to make the exported
data match the external table. For details about using the constant value data source, refer to the Constant
Value - Data Source Outbound topic in the Data Exchange documentation.

« Create an additional mapped column with the header of 'action’ and the appropriate value of either delete or
upsert. Use the transformation button to change the text displayed for both the Header and the Value.

» Create a calculated attribute using the function 'revisioneditdate()' and make it valid for your exported
products. Then map the calculated attribute for export and update the header to match the column in the
external table. Details on the 'revisioneditdate()' function are included in the Other Functions topic in the
Resource Materials online help documentation.
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The example above uses the 'datetime' header, which is mapped to the 'Last Edited' calculated attribute. In
addition to the other steps required to enact the JDBC method, the 'Include Calculated Attribute Values'
parameter on the 'Advanced' step (shown below) must be checked.

Select format

[Format | vapor | (R

[ ] Tag conversion Coupon
[] Locale conversion from context
Resolve Inline References
() Export Only Local Inline References
(®) Export Inherited Inline References

Indude Calculated Attribute Values

Only Export Selected Objects
Only Export Leaf Objects

0K Cancel

If using an OIEP, one output template would be created to handle Create and Modify events, and a second
output template would handle Delete events. In this way, separate mapping is available for each, allowing for
one to include the upsert action and the other to include the delete action.

Select Delivery Method

The appropriate delivery configuration for this scenario can be found below. Notice that both the 'id' and the
'datetime’ column values are used as keys for the upsert action, meaning both values must match to determine
whether to insert or update the object. When an exact match for both keys is found, the object is updated; when
no match is found, the object is inserted.
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Edit Delivery Configuration

Select Delivery Method | 1ppe v

Driver Location iL: /shared/second/mysgl-connectorava-5. 1.42-hinjar |

Driver Class com.mysdl.jdbc.Driver v

Database URL jdbc:mysgl: /localhost: 3306 /mydb w

Username root

Password Ll

Table Mame stepdata

Key Columns id, datetime

Delete Key Columns |id

Convert ™ULL™ Mo w
Ok Cancel

The value of this configuration is that if multiple instances of an object with the same ID but different datetime
values (representing, for instance, different revisions of the object) are exported, the upsert action will insert into
the table all instances of the single object. The effect of this setup is that various revisions of the same STEP data
will be published to the table, giving users the ability to view historical data for objects in a data analytics
dashboard. Further, if the Web Ul has been configured to display data analytics dashboards, then Web Ul users
can view historical data on STEP objects.
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